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AGENDA 
 
General Business 
 
1. Apologies 

 
2. Declaration of Interests 
 
3. Minutes of the meeting held on 12 December 2019   Enclosed  JM 

Actions from the Minutes       Enclosed JM 
 
4. Matters arising from the minutes (and not otherwise on the agenda) 

 
5. Minutes of Joint Audit and Finance & General    

Purposes Committee Meeting held on 19 Nov 2019   Enclosed JM 
 

Agenda item 18 is deemed to be reserved business under the Freedom of Information 
Act as being commercially sensitive 
 
Main Items for Discussion and/or Approval  

 
6. Audit and Assurance Committee Handbook Update                              Verbal  AR 

 
Internal Audit 

 
7. Internal Audit Report – Equality and Diversity     Paper 7 EY 

 
8. Internal Audit Report – Digital Strategy     Paper 8 EY 

 
9. Internal Audit Annual Plan 2019-20      Paper 9 EY 

 
10. Rolling Audit Action Plan       Paper 10 AR 

 
Other 

 
11. Annual Review of Effectiveness of the Committee    Paper 11 SG 

  
12. Risk Management Strategy Report     Paper 12 AR 

 
13. Public Sector Action Plan on Cyber Resilience Report   Paper 13 DA 

 
14. Anti-Bribery and Corruption Policy     Paper 14 AR 

 
15. Procurement (PCIP) Audit Outcome     Paper 15 AR 

 
  



Items for Information (to note only) 
 
16. Schedule of Business 2019-20      Paper 16 AR 

 
17. Any other business  

 
Confidential - For members of the Audit Committee and College staff only.  

 
18. Internal and Other Audit Services Contract    Paper 18 AR 

 
 

Next meetings: Thursday 21 May 4.00 p.m. in Abercorn 2, Paisley Campus 
  

Shirley Gordon 
Secretary to the Committee  

 



 
AUDIT COMMITTEE 

 
MINUTES: 12 December 2019  
 
Present: John McMillan (in the Chair) and Wai Wong. 
 
Attending: Liz Connolly (Principal), David Alexander (Vice Principal Operations), Alan 

Ritchie (Director of Finance and Estates), Drew McGowan (Interim Secretary to 
the Committee).  

 
Attending by 
invitation:  Claire Beattie (Scott Moncrieff). 
 
Apologies:  Graeme Bold, Andrew Hetherington and Elizabeth Young (Scott Moncrieff).   
 
AM454 DECLARATION OF INTERESTS 

John McMillan and Liz Connolly declared an interest as Trustees of West College 
Scotland Foundation. David Alexander declared an interest as a Board member of 
the Scottish Funding Council and as Chair of the Scottish Funding Council Audit and 
Compliance Committee.   

 
AM455 MINUTES  
 The minutes of the meeting held on 4 September 2019 were approved. 
 
AM456 ACTIONS FROM THE MINUTES 

The Committee noted the actions taken and outstanding since the last meeting. 
 
AM457 REMIT OF COMMITTEE 
 At the Committee’s previous meeting in September 2019, members noted that the 

responsibility for providing advice to the Board on the College’s accounting policies 
lay with the Finance and General Purposes Committee; however, it was felt the 
wording of the Finance and General Purposes Committee remit could be amended 
to specifically reflect this and thus members agreed to recommend an amendment 
be made. The Vice Principal Operations confirmed to members that the Finance and 
General Purposes Committee had since agreed an amendment and this had 
subsequently been approved by the Board.  

 
AM458 AUDIT ASSURANCE COMMITTEE HANDBOOK UPDATE 
 The Interim Secretary to the Committee tabled a report to update members on the 

actions the College had taken, in partnership with Scott Moncrieff, to progress the 
requirements of the revised Audit and Assurance Committee Handbook issued by 
the Scottish Government in 2018. The Director of Finance and Estates provided 
further information on the work that has been undertaken in relation to training, 
terms of reference and an assurance framework. He assured members that 
development of an assurance framework was continuing and that they would be 
able to consider this at the end of 2020. The Committee noted the contents of the 
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paper and agreed that further updates should be provided at future meetings as 
appropriate. 

 
AM459 INTERNAL AUDIT REPORT – REGIONAL OUTCOME AGREEMENT (STAGE 1) 
 Claire Beattie of Scott Moncrieff presented the internal audit report on the Regional 

Outcome Agreement in Elizabeth Young’s absence. She provided an overview of the 
report, telling the Committee it was an overwhelmingly positive report and that 
only one area – engagement with external stakeholders – was identified for 
consideration, but said the auditors appreciated the short timescales the College 
worked to for the Regional Outcome Agreement. Members were informed that 
Stage 2 of the Regional Outcome Agreement audit review would begin in the New 
Year. The second stage will assess timing of submissions and how feedback is 
actioned. The Committee approved the audit report and noted that members would 
consider the Stage 2 report at their meeting in March 2020.  

 
AM460  INTERNAL AUDIT REPORT – FINANCIAL SYSTEMS HEALTH CHECK  
 The Committee considered the internal audit report on the College’s financial 

system and an overview was provided by Claire Beattie. Members were informed 
that the audit, undertaken in November, found that the College’s financial controls 
are well-designed and this is reflected in a positive report. Noting that there were 
no recommendations resulting from the audit, the Committee welcomed the 
report’s level of assurance and were content to approve it.   

 
AM461 INTERNAL AUDIT ANNUAL PLAN 2019-20 UPDATE  
 Members received an update to the 2019-20 internal audit plan approved by the 

Committee in May 2019. As per the two previous items (AM459-60), it was noted 
that the financial systems health-check and Regional Outcome Agreement (Stage 1) 
audits were now complete. Claire Beattie confirmed that the scope and timing of 
Regional Outcome Agreement (Stage 2) and digital strategy audits had now been 
agreed with management, whilst they were still in discussion regarding the scope 
of the continuing professional development and online resources audits. It was also 
noted that the fieldwork for the equality and diversity audit was currently underway 
and that the Committee would have the opportunity to consider the report at the 
March 2020 meeting.  

 
AM462 ROLLING AUDIT ACTION PLAN   
 The Director of Finance and Estates tabled an update on the status of the 

recommendations made to the College by the internal and external auditors. He 
requested that six recommendations arising from the completion of recent external 
audits be included in the rolling action plan and that 15 completed internal audit 
recommendations be removed. Members were content to approve this. The 
Director also provided the following explanations for four time extensions: 

 

 .1 Recommendation 4 – Fraud Risk Assessment: Whilst most work associated with 
this recommendation has been completed, the external training that has been 
arranged falls outwith the deadline. An extension from 30 September 2019 to 31 

January would allow for this training to be undertaken by staff.  
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 .2 Recommendation 18 – Student Experience: In response to a low uptake of 
evening class representatives, the College was now trying to engage directly with 
evening students. This work has commenced and an extension from 30 September 
2019 to 31 January 2020 would allow it to be further progressed. Responding to a 
query regarding realistic timescales, the Director explained that student feedback 
was important and, by the next meeting, he would be in a position to request that 
the recommendation be removed or carried forward.  

 

 .3 Recommendation 19 – Student Intranet: Whilst a review of the content has been 
completed, an extension from 30 June 2019 to 31 January 2020 would allow for the 
process of future monitoring to be finalised. 

 

 .4 Recommendation 20 – Student Experience: Due to limited responses from 
evening students, the Student Engagement team are now facilitating focus groups 
to gain feedback. An extension from 31 October 2019 to 31 December 2019 would 
allow for this process to be completed.  

 

 After a discussion regarding the respective roles and responsibilities of the 
Committee, attending officers and auditors in monitoring and reporting, the 
Committee was satisfied with the explanations offered and approved the requests. 
Members were also content to approve the Rolling Audit Action Plan in its entirety.  

 
AM463 EXTERNAL AUDIT ANNUAL EFFECTIVENESS REVIEW 
 The Interim Secretary to the Committee tabled a paper summarising the findings of 

the external audit annual effectiveness review recently completed by members and 
attending officers. He confirmed that the submissions indicated that the external 
auditors enjoyed a high level of satisfaction amongst the members and attending 
officers, citing examples offered in individual questionnaires. The Interim Secretary 
advised, having reviewed all written feedback, that there were no areas of concern. 
The Committee agreed with the conclusions made in the paper. 

 
AM464 RISK MANAGEMENT - STRATEGIC RISK REGISTER  
 The Director of Finance and Estates tabled the strategic risk register for the 

members’ consideration and a paper to update the Committee on the work being 
currently undertaken by the College. The Committee noted that, whilst the no 
additions or amendments had been proposed by other committees, the Finance and 
General Purposes Committee agreed to keep the matter of the College’s funding 
allocation from the Scottish Funding Council – in relation to care-experienced 
funding and the bursary uplift – under review. The Director also reminded members 
that the introduction of a target risk score and risk appetite statement would be 
taken forward in the New Year. The Committee approved the strategic risk register. 

 
AM465 REGISTER OF INTERESTS REPORT 2019-20  
 The Interim Secretary to the Committee tabled the register of interests report for 

2019-20 for the Committee’s attention, adding that the update reflects the addition 
of two new members of the Board and a co-opted member to the Learning, 
Teaching and Quality Committee. One amendment was to the Register was noted. 
The Committee noted the report and that it be published on the College’s website 
for reasons of transparency.                          [Action: DM] 



Audit Committee – 4 September 2019  

4 
 

 
 Ahead of the next item, Claire Beattie left the meeting. 
 
AM466 INTERNAL AND OTHER AUDIT SERVICES CONTRACT  
 As the Audit Committee agreed that a single contract should be in place for internal 

audit and other audit work from 2020-21 at the March 2019 meeting (AM399), the 
Director of Finance and Estates tabled a paper to update members on the work that 
College has undertaken to progress this. He proposed that the new contract would 
be for a period of three years (1 August 2020 to 31 July 2023) with the option to 
extend for a further two years (31 July 2025), if the Committee deemed it 
appropriate to do so, and this contract would be procured using the Advanced 
Procurement for Universities and Colleges (APUC) framework. There was a 
discussion on the prospect of other colleges tendering at a similar time as the 
College, the corporate social responsibility of tendering companies and the 
composition of the awarding panel. The Director also asked members to consider 
the number of audit days for inclusion in the contract. The Committee agreed that 
the Management include a range of audit days in the contract and approved the 
proposed procurement plan. Members also noted that the Committee will be 
requested to approve the awarding of the contract at the March 2020 meeting.  

 
AM467 SCHEDULE OF BUSINESS 2019-20 (AM427) 
 Members noted its Schedule of Business 2019-20.     
 
AM468 TERM OF OFFICE  

The Committee was made aware that Wai Wong’s term of office expired before the 
next meeting in March. It was agreed that the Chair of the Committee’s request that 
Wai Wong be reappointed would be communicated to the Chair of the Board who 
would present this to the Board of Management meeting on 3 February 2020. 
                    [Action: DM] 
 

AM469 DATE OF NEXT MEETING:  
Thursday 12 March 4.00 p.m. in Abercorn 2, Paisley Campus. 



Audit Committee: Meeting of 12 December 2019 
 
Actions from the Minutes 
 

Date of 
Meeting  

Min Ref Matter for Action Responsible 
Person 

Action Taken Timescale (where 
applicable) 

12 Dec 
2019 

AM465 Register of Interests 
Amend Principal’s entry to include 
Trustee role at West College Scotland 
Foundation. 

D McGowan  Complete  

12 Dec 
2019 

AM468 Term of Office 
Request that the Chair of the Board 
seek approval to authorise the 
extension of Wai Wong’s term of 
office. 

D McGowan Approved at February 2020 
Board meeting  

Complete 

  Actions from previous minutes     
4 Sep 2019  AM436 Remit 

The Committee’s role in relation to 
the accounting policies contained 
within the financial statements was 
queried. This responsibility lay with 
FGP Committee but was not clearly 
articulated in that remit. Matter to be 
raised with Chair of FGP Committee.    

D Alexander  Matter raised with Chair of FGP 
Committee and report to be 
made to next meeting  

Complete  

4 Sep 2019 AM438 Value for Money Policy Report 
Consideration on how the College 
compared with Audit Scotland’s 
framework should be conducted and 
outcomes provided in next year’s 
annual report. 

A Ritchie   September 2020 

4 Sep 2019 AM440 
415.1 
403  

Review of Policies 
Fraud and Corruption Policy and 
Public Interest Disclosure 
(Whistleblowing) Policy – some minor 

J McMillan Minor amendments made as 
agreed. Board approved both 
these policies at its meeting on 
7 October 2019 

Complete  



Date of 
Meeting  

Min Ref Matter for Action Responsible 
Person 

Action Taken Timescale (where 
applicable) 

amendments to be made and then 
recommended to Board for approval 

4 Sep 2019 AM452 Schedule of Business 2019-20 
Consideration of the Internal Audit 
and Other Audit Services tender to be 
included in this schedule  

A Ritchie  Updated Schedule of Business 
to be brought to next meeting  

Complete  

 AM419.3 Internal Audit Report: Freedom of 
Information 
Consideration to be given to 
developing a training plan for staff in 
relation to FoI. 

L Connolly  RAAP confirmed that FoI 
training had been arranged for 
key staff. This will take place in 
October – extension of time to 
complete this was approved by 
the Committee (AM443)   

Complete 

 AM429 Annual Evaluation of Internal 
Auditors 
Consideration to be given to number 
of days required for internal audit 
service in future  

D Alexander 
A Ritchie  

To be considered as part of 
discussion regarding the 
contract renewal for internal 
and other audit services   

Future meeting  

 AM410 College Governance: Ministerial 
Statement  
Committee to be kept informed of 
progress with changes 

S Gordon  Future meeting 

 AM388.2 
374 

Development of Risk Management 
Framework 
Board to consider the introduction of 
a formal risk management appetite 
statement 

D Alexander 
A Ritchie 
S Gordon  

Board will consider this matter 
further at a development 
session prior to its October 
2019 meeting – Board deferred 
this session until December 
2019  

Complete  

 



  
JOINT MEETING OF AUDIT COMMITTEE AND 

FINANCE AND GENERAL PURPOSES COMMITTEE 
 
 
MINUTES: 19 November 2019 
 
Present: John McMillan (in the Chair) 
  Audit: Andrew Hetherington, Graeme Bold and Wai Wong. 
  FGP: Jim Hannigan, John Leburn, Angela Wilson and Liz Connolly. 
 
Attending: David Alexander (Vice Principal Operations), Alan Ritchie (Director of 

Finance and Estates), Vivienne Mulholland (Head of Finance and Student 
Funding), Drew McGowan (Interim Secretary to the Committee).  

 
Attending by invitation:   

Lucy Nutley, Susie Graham, Joanne Buchanan (Mazars) and Audrey Cowan 
(Wylie & Bisset).  
 

Apologies: None.  
 
AFM14 CLOSED SESSION WITH EXTERNAL AUDITORS  
 The Committee held a closed session with the external auditors with no 

members of the Senior Management Team present. 
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The Committee welcomed the information shared by the auditors and brought 
the closed session to an end. The Senior Management Team members joined 
the meeting. 
 

AFM15 WELCOME 
The Chair welcomed members, attending officers and auditors to the joint 
meeting of the Audit Committee and the Finance and General Purposes 
Committee.  

  
AFM16 DECLARATION OF INTERESTS 

John McMillan and David Alexander declared an interest as Trustees of the 
West College Scotland Foundation. David Alexander declared an interest as a 
Council member of the Scottish Funding Council (SFC) and Chair of the SFC 
Audit and Compliance Committee.  

 
AFM17 MINUTES 
 The minutes of the joint meeting of the Audit Committee and the Finance and 

General Purposes Committee held on 20 November 2018 were signed (having 
been previously approved by each of the Committees).  

 
AFM18 ACTIONS FROM THE MINUTES 
 The Committee noted that all actions arising from the previous minutes had 

been completed.   
 
AFM19 REMIT OF FINANCE AND GENERAL PURPOSES COMMITTEE 
 The Interim Secretary of the Committee tabled a paper requesting approval to 

change the remit of the Finance and General Purposes Committee to clarify its 
responsibilities concerning advice on accounting policies contained within the 
financial statements. 

 

  Existing wording: 
 

 “To ensure adherence to statutory requirements related to the College’s 
financial affairs and compliance with the Financial Memorandum, Scottish 
Public Finance Manual (SPFM), and related guidance.” 

 

 Proposed wording: 
 

 “To ensure adherence to statutory requirements related to the College’s 
financial affairs and compliance with the Financial Memorandum, Scottish 
Public Finance Manual (SPFM), and related guidance (including Accounting 
Policies in the Financial Statements.” 

 

 The Committee approved the change.                       [Action: DM] 
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AFM20 SFC CREDIT ACTIVITY 2018-19: AUDIT REPORT AND CERTIFICATE 
 The Director of Finance and Estates tabled the SFC Credit Activity report and 

Audrey Cowan of Wylie & Bisset provided a summary of the audit report and 
process. The Committee thanked the auditor for a thorough audit and report. 
It was noted that the Senior Management Team had accepted six low-level 
recommendations, which is greater than the sector average, and that these 
relate to tightening of already existing procedures. The Committee welcomed 
the auditor’s overall conclusion and their proposed  unqualified audit opinion, 
noting that it had been submitted to the Scottish Funding Council as required. 
Members of the Committee approved the SFC Credit Activity Report and 
Certificate for 2018-19. 

 
AFM21 STUDENT SUPPORT FUNDS 2018-19 – AUDIT REPORTS AND 

CERTIFICATES 
 Members received a report, tabled by the Director of Finance and Estates, from 

Audrey Cowan of Wylie & Bisset on the audit of the SFC Student Support Funds, 
SAAS Discretionary Fund and Educational Maintenance Allowance. It was noted 
that as a result of the audit work no recommendations had been made but that 
the auditors had made three observations in relation to the work they carried 
out. The Committee noted the College responses to the observations made by 
the auditor and that the certificates had been submitted to the relevant bodies 
in line with reporting requirements. The Committee welcomed the auditor’s 
overall conclusion and their proposed unqualified audit opinions for all three of 
the aforementioned funds and approved both the Students Funds 2018-19 
Report and the Educational Maintenance Allowance 2018-19 Report. 

   
AFM22 INTERNAL AUDITORS ANNUAL REPORT 2018-19 
 The Director of Finance and Estates tabled the Internal Auditor Annual Report 

2018-19, prepared by Scott-Moncrieff. It was noted that the Audit Committee 
had considered and approved the report at their meeting in September. The 
Committee agreed that the Internal Audit Annual Report be approved and 
tabled at the next meeting of the Board of Management for their information.  

[Action: AR; DM] 
 
AFM23 AUDIT COMMITTEE ANNUAL REPORT 2018-19 
 The Chair tabled the Audit Committee Annual Report for 2018-19, a mandatory 

account of how the Committee discharged its duties throughout the year, for 
the Committee’s consideration. Lucy Nutley highlighted that it says “The 
external audit annual report had an unqualified opinion regarding the financial 
statements for the year to 31 July 2019” on page 12 of the document; 
however, it should read “…proposed an unqualified opinion…” as it has not been 
presented to the Board yet. The Director of Finance and Estates will make the 
necessary amendment to the report. The Committee agreed that the annual 
report be approved and tabled at the next meeting of the Board for their 
information.              [Action: AR; JM; DM] 
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AFM24 EXTERNAL AUDIT REPORT AND LETTER OF REPRESENTATION 2018-19 
 Mazars’ External Audit Report of the financial statements for the year ended 

31 July 2019 and their letter of representation 2018-19 were tabled for the 
Committee’s consideration. Lucy Nutley provided an update to members on 
the content of the report including the approach the audit team had taken to 
address the risks identified at the planning stages of the audit. She also 
highlighted that the financial sustainability of the College was linked with future 
capital investment and that without future investment there is a risk to future 
student numbers and therefore income. She thanked the attending officers and 
their team for the quality of the information provided and the constructive 
working relationship they enjoyed throughout the audit process. The 
Committee recognised and welcomed that the auditors were proposing an 
unqualified opinion concerning the financial statements, the regularity of 
income and expenditure, remuneration and staff report, performance report 
and governance statement. It was also noted that one housekeeping 
recommendation was made as a result of the audit and the College had already 
actioned this.  The Committee agreed that the report be approved and tabled 
at the next meeting of the Board for their information and recommends to the 
Board that the Letter of Representation be approved, and the Chair and the 
Principal be authorised to sign on their behalf.        [Action: AR; DM] 

  
AFM25 PERFORMANCE AND ACCOUNTABILITY REPORT/FINANCIAL 

STATEMENTS FOR THE YEAR ENDED 31 JULY 2019 
 The Committee considered the Performance and Accountability Report and the 

Financial Statements for the year ended 31 July 2019 and the Vice Principal 
provided a summary for members. The covering report included a summary of 
the financial variances and reasons why these variances had occurred. It was 
noted that the College had achieved a breakeven position, that the Finance 
and General Purposes Committee had considered the report at their previous 
meeting and that the Scottish Funding Council had approved the College 
presentation of the adjusted operating position. The Committee agreed to 
recommend to the Board that the Financial Statements for the year ended 31 
July 2019 be approved and that the Chair and the Principal be authorised to 
sign these on their behalf.           [Action: DA; DM] 

 
AFM26 THANKS  

The Chair thanked members of the Committee, attending officers and auditors 
for their attendance and informed them that the next item of business was for 
the consideration of the Audit Committee members only. The Finance and 
General Purposes Committee members and auditors left the meeting. 
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AUDIT COMMITTEE MEMBERS ONLY 
 
AFM27 ANNUAL REVIEW OF EXTERNAL AUDITORS  

 
 
 
 
 
 
 
 
 
 

     [Action: DM; LC; DA; AR; Committee] 



Audit Committee 
12-03-2020 

Paper 7 

 

1 | P a g e  

 

TITLE: INTERNAL AUDIT REPORT – EQUALITY AND DIVERSITY 

  

Background: As part of the internal audit programme for 2019-20 Scott Moncrieff 

conducted a review to which considered the College’s mechanisms for 

promoting staff equality and diversity and embedding these principles 

throughout the College including setting equality outcomes, implementing 

actions and ongoing monitoring and reporting. 

  

Action: The Audit Committee is requested to approve the contents of this report. 

  

Lead: Elizabeth Young, Director 

  

Status: Open 
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1. Introduction 

 

1.1 On 1 October 2010, the Equalities Act 2010 came into force. The Act reformed and 

harmonised discrimination law and applies, in part, across the whole of the UK. The Act is 

supplemented by the Equality Act 2010 (Specific Duties) (Scotland) Regulations 2012 which 

detail the requirements placed upon Scottish public sector organisations to demonstrate 

that they are compliant with the Act. 

 

1.2 In accordance with the 2019-20 Internal Audit Plan, Scott Moncrieff have considered the 

College’s mechanisms for promoting staff equality and diversity and embedding these 

principles throughout the College including setting equality outcomes, implementing actions 

and ongoing monitoring and reporting. 

 

2. Conclusion 

 

2.1 The review concluded that: 

 

West College Scotland’s equality and diversity processes generally reflect good practice and 

have been appropriately designed. 

 

2.2 The report identified several areas of good practice including that the College: 

 

• has developed a combined Equal Opportunities Policy and Procedure that sets out 

the College’s commitment to ensuring equality of opportunity for all employees. 

• has an established Equality, Diversity and Inclusion (EDI) Committee and its 

membership consists of both staff and student representatives from across the 

College. 

• has a developed equality impact assessment process that requires the College to 

consider whether polices could have an adverse impact on people who have a 

protected characteristic, as set out within the Equalities Act 2010. 

• equality impact assessments are approved by the EDI Manager, a dedicated role 

which specialises in discrimination and equality, thus reducing the risk that the 

College’s polices fail to comply with the Equalities Act 2010.     

• has developed an equality impact assessment during the drafting of the Regional 

Outcome Agreement 2020-21. 

 

2.3 The report identified three areas for improvement, including one grade three, that, if 

addressed, would strengthen the College’s control framework.  These are as follows: 

 

• The College should ensure that all staff must complete mandatory EDI training 

(Grade 3).   

• The College must ensure all new members of staff complete mandatory EDI training 

within an agreed timeframe (Grade 2). 



Audit Committee 
12-03-2020 

Paper 7 

 

3 | P a g e  

 

• The College should ensure policies and procedures and the associated equality 

impact assessments are reviewed and maintained in line with approved review 

dates (Grade 2). 

 

2.4 The management have accepted the recommendations and initiated the management 

actions noted in the report to address the issues identified. The three recommendations will 

be added to the Rolling Audit Action Plan for monitoring purposes.  

 

3. Recommendation  

 

3.1 The Audit Committee is requested to approve the contents of this report. 
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Executive Summary 

Conclusion 

West College Scotland’s equality and diversity processes generally reflect good practice and have 

been appropriately designed.  We have identified three areas where the arrangements could be 

strengthened, one of which is a high risk and requires the College to agree training processes for 

temporary staff.   

Background and scope 

On 1 October 2010, the Equalities Act 2010 came into force. The Act reformed and harmonised discrimination 

law and applies, in part, across the whole of the UK. The Act is supplemented by the Equality Act 2010 

(Specific Duties) (Scotland) Regulations 2012 which detail the requirements placed upon Scottish public sector 

organisations to demonstrate that they are compliant with the Act. 

In accordance with the 2019/20 Internal Audit Plan, we have considered the College’s mechanisms for 

promoting staff equality and diversity and embedding these principles throughout the College including setting 

equality outcomes, implementing actions and ongoing monitoring and reporting.  



 2 West College Scotland Equality and Diversity scott-moncrieff.com 

 

 

Three improvement actions have been identified from this review, one of which relate to compliance with 

existing procedures, rather than the design of controls themselves. Two are related to the design of the 

controls.  See Appendix A for definitions of colour coding. 

  

1 - Green

2 - Amber3 - Yellow

4 - Green

Control assessment

1. The College has compliant equality and diversity policies
and procedures in place that are subject to regular review
and updating, accessible to all staff and supported by
relevant guidance and action plans

2. All staff receive appropriate equality and diversity training
/ instruction and are kept fully aware of their rights and
responsibilities according to the Equality Act 2010

3. Equality Impact Assessments are completed regularly
and appropriate actions taken to improve future
performance where required

4. An appropriate governance structure is in place to monitor
equality and diversity activity

0

1

2

3

Control Design Control Operation

Improvement actions by type and priority

Grade 4

Grade 3

Grade 2

Grade 1
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Key findings 

Good practice 

West College Scotland’s procedures reflect good practice in several areas: 

• The College has developed a combined Equal Opportunities Policy and Procedure that sets out the 

College’s commitment to ensuring equality of opportunity for all employees.  The Equal Opportunities Policy 

and Procedure is fully aligned with the Equalities Act 2010 and provides staff with an overview of the ten 

protected characteristics, as set out within the Act.  The Equal Opportunities Policy and Procedure is 

supported by a suite of relevant policies and procedures including Bullying and Harassment, Disability at 

Work and Recruitment and Selection.  We confirmed all College policies and procedures are easily 

accessible to staff via the College staff intranet.     

• The College has an established Equality, Diversity and Inclusion (EDI) Committee and its membership 

consists of both staff and student representatives from across the College.  The Committee meets on a 

quarterly basis and its purpose, role and responsibilities are clearly set out within the Committee’s Terms of 

Reference.  The Committee is responsible for preparing, maintaining and monitoring equality outcomes, 

including those EDI measures contained within the College’s Corporate Plan, the Regional Outcome 

Agreement and Scottish Government National Outcomes.  

• The College has a developed equality impact assessment process that requires the College to consider 

whether polices could have an adverse impact on people who have a protected characteristic, as set out 

within the Equalities Act 2010.  Where an adverse impact is identified, the College will resolve the matter 

prior to the policy being approved.  For example, reasonable adjustments were made to the College’s 

Travel and Subsistence Policy for the use of private motor vehicles by people with a disability, or people 

who are assisting those with a disability, following the equality impact assessment.   

• Equality impact assessments are approved by the EDI Manager, a dedicated role which specialises in 

discrimination and equality, thus reducing the risk that the College’s polices fail to comply with the 

Equalities Act 2010.     

• In addition to completing policy equality impact assessments, the College also developed an equality 

impact assessment during the drafting of the Regional Outcome Agreement 2020/21.  The College used a 

range of equality evidence to inform the assessment and the results were used to establish College wide 

equality priorities.    

Areas for improvement 

We have identified some areas for improvement that, if addressed, would strengthen the College’s control 

framework.  These are as follows: 

• The College must ensure all temporary and new members of staff complete mandatory EDI training within 

an agreed timeframe. 

• The College should ensure policies and procedures and the associated equality impact assessments are 

reviewed and maintained in line with approved review dates. 

These are further discussed in the Management Action Plan below. 
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Impact on risk register 

The West College Scotland’s strategic risk register (December 2019) included the following risks relevant to 

this review:  

•  Risk 10: Failure to embed workforce plan resulting in a lack of appropriate resources and skills being 

developed to achieve College strategic objectives and outcomes (Risk Score 6, medium).    

Our findings have not identified any significant issues with the current risk rating.  Strengthening the controls of 

the EDI mandatory training; ensuring College policies are reviewed within agreed timescales and the routine 

maintenance of the policy review schedule will help to ensure the risk score remains at a consistent level.  

Acknowledgements 

We would like to thank all staff consulted during this review for their assistance and co-operation.   

  



scott-moncrieff.com West College Scotland Equality and Diversity 5 

Management Action Plan 

Control Objective 1: The College has compliant 
equality and diversity policies and procedures in 
place that are subject to regular review and 
updating, accessible to all staff and supported by 
relevant guidance and action plans 

 

The College has developed a combined Equal Opportunities Policy and Procedure that is fully compliant with 

the Equality Act 2010 and the document is supported by a suite of College policies and procedures, such as the 

Disability at Work Policy and the Mental Health and Wellbeing Policy.  We confirmed that these policies and 

procedures were up to date and are available to all staff on the College’s intranet. 

A biennial statutory Equality Report is published by the College, with the latest being in April 2019.  This report 

includes an update on achievements made since the College developed its Equality Outcomes in 2017 and 

outlines the areas that it will focus on in the forthcoming period. The next statutory update is due in April 2021.  

We confirmed during our review that all identified equality actions are captured within action plans, for example 

there is a Gender Action Plan and British Sign Language Action Plan.  The Equality, Diversity and Inclusion 

(EDI) Committee regularly review and refer to these action plans to ensure progress is being monitored.  

The Equality Act also requires all policies to include an Equality Impact Assessment (EQIA), which involves 

assessing the impact of new or revised policies, practices or services against the requirements of the public 

sector equality duty.  The EQIA should be regularly reviewed and updated in line with the review schedule of 

each policy.  As noted under Management Action Plan 3.1 we have found that a number of College policies and 

their associated EQIA’s have not been reviewed in line with their scheduled review timetable. 

 

  

Green 
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Control Objective 2: All staff receive appropriate 
equality and diversity training / instruction and are 
kept fully aware of their rights and responsibilities 
according to the Equality Act 2010 

 

2.1 EDI training for temporary staff 

The College’s Equal Opportunities Policy and Procedure requires all staff to undertake equality, diversity and 

inclusion (EDI) training.  Management advised that the EDI training is difficult to deliver to temporary staff due 

to their hours of work, the part time nature of their work and sometimes short tenure of their role.   

The Policy does not specify a minimum length of service for individuals to have with the College before 

completing the EDI training but during our testing, management explained that due to the difficulties of 

delivering face to face training to temporary staff, this was not routinely scheduled in the same way as 

permanent members of staff. The College has attempted to address this difficulty through the use of an on-line 

EDI training package. 

Risk 

There is a risk that temporary employees, who may have been working for the College for a period of time, are 

not being provided with EDI training, increasing the risk of temporary staff not being aware of their rights and 

responsibilities under the Equality Act 2010. This may result in non-compliance with the Equality Act leading to 

the reputational damage of the College.  

Recommendation 

The College has a responsibility to ensure all staff, permanent and temporary, are aware of their roles and 

responsibilities and to seek compliance with College polices.  As a result, the College should ensure that all 

staff complete EDI mandatory training within a specified time period.  

 

  

Management Action 

 

Grade 3 

(Design) 

The College’s expectation is that EDI training will be completed within 3 months of starting.  The College 

has developed a programme to assist the HR Department to identify all staff members who have not 

completed any mandatory training, including EDI. This list will be circulated to College managers on a 

quarterly basis to request that the manager ensures that the identified staff undertake the required training 

by a specific date.  The Equal Opportunities Policy and Procedure will be updated to reflect this change in 

practice including escalation routes should the training not be undertaken. 

 

Action owner: Director Organisational Development and HR   Due date: 31 July 2020 

Amber 
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2.2 Completion of Equality, Diversity and Inclusion Training  

College staff are required to complete online EDI training during their induction.  We tested a sample of seven 

new starts to verify their completion of the EDI training, but could only obtain evidence of completion by three of 

these employees.   

We also noted that there are no guidelines in place setting out the timescale staff are required to complete the 

training by, nor could we find any evidence of line managers actively encouraging staff members to complete 

outstanding EDI training.  Management has informed us that the OD Manager has in the past sent out general 

reminder emails to all staff to remind them to undertake the required training.  

Risk 

The non-completion of EDI training for new starts, increases the risk of staff not being aware of their rights and 

responsibilities under the Equality Act 2010. This may result in non-compliance with the Act leading to the 

reputational damage of the College.   

Recommendation  

The College must ensure all new members of staff complete mandatory EDI training within an agreed 

timeframe.  Also, line managers should be actively encouraged to monitor the completion of mandatory training 

by new starts and, where required, follow up uncompleted training areas with the new employee and explain 

the importance of completing such training.    

 

  

Management Action 
Grade 2 

(Design) 

The College induction checklist for new staff will be amended to include the mandatory training required 

by all new staff. The HR new starter procedure will be amended to ensure that the induction checklist is 

reviewed by the responsible HR Manager. Where there is training outstanding the OD Manager will 

discuss this with the new starters Line Manager to ensure that all relevant training is undertaken within 6 

months of the employees start date. These revisions to the induction procedure will be combined with 

the actions identified at 2.1 above whereby staff who have not completed the required training are 

identified on a quarterly basis. 

 

Action owner: Director Organisational Development and HR  Due date: 31 July 2020 
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Control Objective 3: Equality Impact Assessments 
are completed regularly and appropriate actions 
taken to improve future performance where required 

 

3.1 Equality Impact Assessments / Policy review 

The Equality Act requires all policies to include an Equality Impact Assessment (EQIA) that involves assessing 

the impact of new or revised policies, practices or services against the requirements of the public sector 

equality duty.  The EQIA should be regularly reviewed and updated in line with the review schedule of each 

policy.  We confirmed that the College’s Equal Opportunities Policy includes the requirement for EQIAs and the 

College has developed an equality impact assessment template to assist with drafting these.  We confirmed 

that this is being completed and included within all College policies and procedures.     

All the College’s policies and procedures include a review schedule that captures the Senior Manager 

responsible for maintaining the policy, the Committee responsible for approving the policy, the date the policy 

was last approved and the next policy review date.  The College has developed a Policy Review Schedule that 

sets out the current policy review status for all policies and procedures.   

We reviewed the Policy Review Schedule and noted that 26 of 94 policies and procedures had not been 

reviewed in line with the scheduled review dates.  These included: 

• Two documents scheduled for review in 2016;  

• Three documents scheduled for review in 2017; 

• Eleven documents scheduled for review in 2018; and 

• Ten documents scheduled for review in 2019. 

We reviewed a sample of 15 of the 26 overdue policies and found that 3 of these (20%) had been revised 

however the review schedule had not been updated to record this.  This means that the EQIA has also not 

been refreshed.  

Risk 

A failure to regularly review and maintain policies and procedures increases the risk of policies and procedures 

becoming outdated, meaning that those may not reflect current working practices and may also fail to comply 

with current regulation and legislation requirements.  Linked to this is a risk that equality considerations will not 

be adequately assessed due to the EQIA not being updated to reflect current legislation or changes in working 

practices.   

Recommendation 

The College should ensure policies and procedures are reviewed in line with agreed review dates and the 

Policy Review Schedule should be routinely maintained to accurately reflect the current position of all College 

policies and procedures, including any approved revised revision dates.  This should include refreshing the 

EQIA to reflect any changes in practice/policy since it was last undertaken.  In addition, a senior member of 

staff should be allocated responsibility for overseeing the review of College policies and procedures to confirm 

reviews are taking place as expected and valid explanations are received from policy owners where policy 

reviews have been postponed or delayed.     

Yellow 
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Management Action 
Grade 2 

(Operation) 

 

After the audit, management carried out a review that indicated a further eight policies / procedures 

have been updated and subsequently uploaded onto the College intranet. The College will ensure that 

the most relevant document is available for staff to reference by uploading it to the intranet as soon as 

possible after approval. 

The Senior Management Team will review the Policy Review Schedule on a quarterly basis to ensure 

that all relevant policies and procedures are updated / refreshed by their due dates. This process was 

started at the SMT meeting on 18 February 2020 with the next review due to take place during May 

2020 and then quarterly after that. 

 
Action owner: Principal    Due date: 30 June 2020 
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Control Objective 4: An appropriate governance 
structure is in place to monitor equality and diversity 
activity 

 

No weaknesses identified  

The College has an established Equality, Diversity and Inclusion (EDI) Committee which has representation 

from both staff and students from across the College, ensuring appropriate input is sought and considered 

when considering EDI matters.  The EDI Committee meets on a quarterly basis and its purpose, role and 

responsibilities are clearly articulated within its Terms of Reference (ToR).  We confirmed that quarterly 

meetings are being held and we reviewed the meeting agenda and minutes and confirmed that appropriate EDI 

matters are being discussed, such as accessibility regulations, gender-based violence and sexual orientation.    

The EDI Committee reports into the Organisational Development and HR (ODHR) Committee, a sub-committee 

of the Board of Management that is responsible for reviewing the minutes of the EDI Committee and for 

overseeing and scrutinising the EDI performance of the College.  We confirmed that ODHR Committee are 

receiving and scrutinising EDI Committee minutes as well as any other ad hoc papers submitted by the EDI 

Committee.  In addition, the ODHR will escalate EDI issues and matters to the Board of Management as 

required.          

We confirmed that there are effective links between the College’s EDI Committee and the Board of 

Management and its Committees, which allows for effective communication of issues arising, with the minutes 

and matters arising from equality issues being discussed at Board meetings.   

Green 
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Appendix A – Definitions  

Control assessments 

  

Management action grades 

 

 
 
 

 

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

•Very high risk exposure - major concerns requiring immediate senior 
attention that create fundamental risks within the organisation.

4

•High risk exposure - absence / failure of key controls that create 
significant risks within the organisation.

3

•Moderate risk exposure - controls are not working effectively and 
efficiently and may create moderate risks within the organisation.

2

•Limited risk exposure - controls are working effectively, but could be 
strengthened to prevent the creation of minor risks or address general 
house-keeping issues.  

1
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 A 

Y 

G 





 

© Scott-Moncrieff 2019.  All rights reserved.  Scott-Moncrieff refers to Scott-Moncrieff Audit Services, a trading name 

of Group Audit Services Limited.  Registered in England and Wales.  Registration No. 09652677. 

 

Registered to carry on audit work in the UK and regulated for a range of investment business activities by the Institute 

of Chartered Accountants in England and Wales. 



Audit Committee 
12-03-2020 

Paper 8 

 

1 | P a g e  

 

TITLE: INTERNAL AUDIT REPORT – DIGITAL STRATEGY 

  

Background: As part of the internal audit programme for 2019-20 Scott Moncrieff 

conducted a review to which considered the College’s mechanisms for 

promoting staff equality and diversity and embedding these principles 

throughout the College including setting equality outcomes, implementing 

actions and ongoing monitoring and reporting. 

  

Action: The Audit Committee is requested to approve the contents of this report. 

  

Lead: Elizabeth Young, Director 

  

Status: Open 
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1. Introduction 

 

1.1 In July 2019, the Board of Management approved the College’s first Digital Strategy. The 

Strategy is built around six key themes encompassing curriculum delivery, staff and student 

capability, data intelligence, infrastructure, resources and partnerships. 

 

1.2 The development of the Strategy was led by a small group of senior managers reporting to 

the Senior Management Team, with the group looking at best practice in sectoral and 

national approaches. The group further considered how external stakeholders could help 

inform the ambitions of the Strategy.  

 

1.3 As part of the 2019-20 Internal Audit Plan Scott Moncrieff sought to confirm that there were 

adequate processes in place for the development of the College’s Digital Strategy and that 

planning will support implementation. 

 

2. Conclusion 

 

2.1 The review concluded that: 

 

The College had an extensive engagement process in producing its Digital Strategy during 

2019. The Strategy includes a number of objectives which are aligned to the College’s 

Corporate Strategy. We also noted that there was effective governance in approving the 

Strategy.  

 

At the time of our audit work, whilst the Digital Strategy had been approved, the College had 

still to undertake formal processes to produce a plan which set out the activities that would 

be delivered to fulfil the Digital Strategy objectives. 

 

We have provided detailed recommendations for management on the processes and controls 

that should established for delivery and oversight of the Digital Strategy. 

 

2.2 The report identified several areas of good practice including that the College Digital 

Strategy was aligned to the Corporate Strategy and that there was extensive consultation, 

both internally and externally, in the production of the Strategy.  

 

2.3 The report identified one area for improvement (Grade 2) which related to the creating of an 

oversight group to monitor the implementation of the Strategy. As part of that 

implementation a detailed plan should be created which is tied into the Financial Strategy of 

the College.  

 

2.4 The management have accepted the recommendation and initiated the management action 

noted in the report to address the issues identified. The one recommendation will be added 

to the Rolling Audit Action Plan for monitoring purposes.  
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3. Recommendation  

 

3.1 The Audit Committee is requested to approve the contents of this report. 



West College Scotland 

Internal Audit Report 2019/20 

Digital Strategy  

January 2020 
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Executive Summary 

Conclusion 

The College had an extensive engagement process in producing its Digital Strategy during 2019. The 

Strategy includes a number of objectives which are aligned to the College’s Corporate Strategy. We 

also noted that there was effective governance in approving the Strategy.  

At the time of our audit work, whilst the Digital Strategy had been approved, the College had still to 

undertake formal processes to produce a plan which set out the activities that would be delivered to 

fulfil the Digital Strategy objectives.  

We have provided detailed recommendations for management on the processes and controls that 

should established for delivery and oversight of the Digital Strategy. 

 

Background and scope 

In July 2019, the Board of Management approved the College’s first Digital Strategy. The Strategy is built 

around six key themes encompassing curriculum delivery, staff and student capability, data intelligence, 

infrastructure, resources and partnerships. 

The strategic development of the Strategy was led by a small group of senior managers reporting to the Senior 

Management Team, with the group looking at best practice in sectoral and national approaches. The group 

further considered how external stakeholders could help inform the ambitions of the Strategy.  

Our review sought to confirm that there are adequate processes in place for the development of the College’s 

Digital Strategy and that planning will support implementation. 
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One improvement action has been identified from this review and this relates to the design of controls 

themselves.  See Appendix A for definitions of colour coding. 

  

1 - Green

2 - Green3 - Yellow

4 - Yellow

Control assessment

1. There will be process in place to modify the Digital
Strategy in response to changes in corporate strategy and
the technology environment.

2. Internal and external stakeholders were identified and
engaged with to allow input to the Digital Strategy
requirements

3. There is clear alignment of the Digital Strategy objectives
with corporate objectives;

4. Proposed governance arrangements over the Digital
Strategy adequately address are such as prioritisation,
resource planning and allocation as well as approval and
delivery of operational plans.

0

1

2

3

Control Design Control Operation

Improvement actions by type and priority

Grade 4

Grade 3

Grade 2

Grade 1
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Key findings 

Good practice 

We have gained assurance that West College Scotland reflects good practice in several areas: 

• The digital strategy is aligned to the College’s Corporate Strategy. 

• There was extensive consultation, both internally and externally, in the production of the Digital 

Strategy. We also noted that there were formal processes for the approval of the Digital Strategy. 

Areas for improvement 

We have identified several areas for improvement which, if addressed, would strengthen West College 

Scotland’s control framework.  These include: 

• Establishing a prioritised delivery plan; and  

• Establishing formal governance arrangements over the production and agreement of a Digital Strategy 

delivery plan as well as the oversight of digital projects/initiatives. 

These are further discussed in the Management Action Plan below. 

Acknowledgements 
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Management Action Plan 

Control Objective 1: Internal and external 
stakeholders were identified and engaged with to 
allow input to the Digital Strategy requirements 

 

1.1 Stakeholder Consultation 

We noted from our audit work that there had been extensive engagement with internal stakeholders in the 

developing the Digital Strategy. A key component of this engagement was achieved through the Digital 

Strategy Group. This compromised of a ‘core’ group as well as a ‘wider’ group. The membership of the core 

group comprised mainly of those in senior management roles, with membership of the wider group coming from 

staff involved in day-to-day teaching and operations.  

We also noted that the Senior Management Team was formally involved in each stage of the development of 

the Digital Strategy, providing input, feedback and appraisal. There was also contribution from external 

stakeholders with the College being part of the Colleges Scotland Digital Ambition Group allowing for best 

practices and strategies to be shared with the College from other FE institutes. 

 

 

Control Objective 2: There is clear alignment of the 
Digital Strategy objectives with corporate objectives 

 

2.1 Digital Capability and IT Infrastructure 

The Digital Strategy is clearly aligned with the College corporate strategy and its objectives, and it is it key that 

the Digital Strategy is designed to support these objectives. The three further sub-objectives under Digital 

outlined in the College Corporate Strategy - using data, inspirational learning and developing the skills base - 

are adequately covered by the six key strategic aims of the Digital Strategy. Further, it is clear the six key 

strategic aims of the Digital Strategy have been developed directly from the Digital corporate objective 

demonstrating that there is a clear alignment between the Digital Strategy and the College Corporate Strategy 

and its objectives.   

.  

 

 

 

 

 

 

Green 

Green 
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Control Objective 3: There are processes in place to 
modify the Digital Strategy in response to changes in 
corporate strategy and the technology environment. 

Control Objective 4: Proposed governance 
arrangements over the Digital Strategy adequately 
address areas such as prioritisation, resource planning 
and allocation as well as approval and delivery of 
operational plans. 

 

4.1 Governance Arrangements and Operational Plans 

At the time of our audit work, whilst the Digital Strategy had been approved by the College Board of 

Management, a formal delivery plan had not yet been developed. Management stated that it is intended to 

develop this within the first half of 2020 and that oversight for the Strategy will sit with the Board of 

Management Learning, Teaching and Quality Committee. 

We recognise that there has been some progress in implementing the principles outline within the Strategy. 

This includes piloting new technologies and taking a ‘Digital First’ approach. This has resulted in the digitisation 

of several processes such as a fully digitised student funding application process, the use of Skype for 

Business to broadcast lectures live across all three campuses and the planned use to build on this with the 

piloting and introduction of Microsoft Teams to improve interact and engagement for staff and students. 

Risk 

There is a risk that, without delivery plans which set out planned activities/initiatives and supporting governance 

arrangements, the College will not be able to deliver the Digital Strategy in a coherent and cost-effective 

manner.  

Recommendation 

We recommend that the College develops an overarching delivery plan for the Digital Strategy. This should set 

out the planned activities to be undertaken that will achieve the objectives set out within the digital and 

corporate strategies. In developing the delivery plan, management should also ensure this is integrated with the 

College Financial Strategy which identifies the estimated capital and revenue costs of all planned activities. In 

developing the delivery plan and the Financial Strategy which supports it, there will need to be appropriate 

prioritisation of activities to recognise financial constraints not only to deliver agreed strategic imperatives but 

also to maintain business as usual technologies/services. 

Management will also need to ensure that there is enough capacity and capability within the College to support 

digital transformation activities. This will include digital, project and programme management, technical and 

financial planning and monitoring skills. These are core components of effective operational planning and 

successfully delivering digital projects. A gap analysis should be performed to identify any areas where there is 

a need for increased capacity and/or capabilities.  

Yellow 
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Management should carefully consider the governance arrangements over Digital Strategy planning and 

delivery. When designing these arrangements, an oversight group should be created which has sufficient 

authority to make decisions over prioritisation of activities, resources allocation and scrutiny of delivery 

including risk management arrangements.  The governance arrangements should also be closely aligned with 

existing corporate governance arrangements, with clearly defined escalation points.  

The oversight group’s remit should include: 

• An annual review of Digital Strategy objectives to confirm that they are consistent with Corporate Strategy 

and digital/technology environment to be provided to the Board of Management 

• A review of Digital Strategy business cases as required to confirm that they are consistent with strategic 

objectives and will deliver value for money.  

• Approving the annual Digital Strategy operational plan and oversight of its delivery with appropriate action 

being taken to ensure that objectives are fulfilled. 

• Oversight of benefits realisation from Digital Strategy initiatives. 

• Managing and controlling people and financial resource.  

• Providing regular updates to the College Senior Management Team. 

 

 

 

 

 

 

  

Management Action 
Grade 2 

(Design) 

The College will look to establish an oversight group consisting of both senior and operational managers. 

The group will agree a remit to include the matters noted above. The Group will then look to create a 

delivery action plan including SMART targets aimed at delivering the Strategy objectives. 

Action owner: Assistant Principal – Creativity and Skills               Due date: 31 May 2020 



scott-moncrieff.com West College Scotland Digital Strategy 7 

Appendix A – Definitions  

Control assessments 

  

Management action grades 

 

 
 
 

 

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

•Very high risk exposure - major concerns requiring immediate senior 
attention that create fundamental risks within the organisation.

4

•High risk exposure - absence / failure of key controls that create 
significant risks within the organisation.

3

•Moderate risk exposure - controls are not working effectively and 
efficiently and may create moderate risks within the organisation.

2

•Limited risk exposure - controls are working effectively, but could be 
strengthened to prevent the creation of minor risks or address general 
house-keeping issues.  

1

R 

 A 

Y 
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TITLE: INTERNAL AUDIT ANNUAL PLAN 2019-20 UPDATE 

  

Background: The Audit Committee approved the 2019-20 College internal audit plan in May 

2019. This paper provides the Audit Committee with an update on 2019-20 

internal audit activity to date. The internal auditors have, in line with the agreed 

programme of work, completed two reviews in the period since the previous 

Committee meeting: 

• Equality and Diversity; and 

• Digital Strategy. 

 

The outstanding assignment form the Internal Audit Plan 2019-20 have been 

scheduled as noted in the attached report with the outcome of the reviews to be 

presented to the May 2020 Committee meeting. 

  

Action: The Audit Committee is requested to note the contents of this report. 

  

Lead: Elizabeth Young, Director – Scott Moncrieff 

  

Status: Open 
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Summary of progress 

This paper provides the Audit Committee with a summary of internal audit activity since its last meeting and 

confirms the reviews planned for the coming quarter, identifying any changes to the original annual plan. 

Progress against annual audit plan 

We have completed two audits in the period to March 2020: Equality and Diversity and Digital Strategy.  We 

have also undertaken fieldwork for the Continuing Professional Development and Online Resources audits and 

planned the second phase of our Regional Outcome Agreement (ROA) review, all of which are due to be 

presented at the May Audit Committee.   

 

Appendix 1 sets out the status of the 2019/20 internal audit programme.  

Plan for next quarter 

We will present the following reports to the May 2020 Audit Committee:  

• Continuing Professional Development 

• Online Resources 

• Regional Outcome Agreement  

• RAAP 

• Annual Report 2019/20 

Action for Audit Committee 

The Audit Committee is asked to note the contents of this report and to approve the plan for the next quarter.  

We also invite any comments on the format or content of this report.  Contact details are as follows: 

Chris Brown, Engagement Partner chris.brown@scott-moncrieff.com 0131 473 3500 

Elizabeth Young, Chief Audit Executive elizabeth.young@scott-moncrieff.com 0141 567 4500  

Claire Beattie, Audit Manager claire.beattie@scott-moncrieff.com  0141 567 4500 

4
1

1

1

Status of internal audit reviews

Complete

Fieldwork complete

Fieldwork in progress

Planned

mailto:chris.brown@scott-moncrieff.com
mailto:elizabeth.young@scott-moncrieff.com
mailto:claire.stevenson@scott-moncrieff.com


Audits completed 

The table below sets out the reports completed since the last Audit Committee meeting.  There were no Grade 

4 recommendations (very high risk exposure) and there are no control objectives assessed as red.  Full 

definitions for the colour coding and the grading structure are set out below. 

Review Control objective 

assessment 

No of issues per grading 

4 3 2 1 

C.1 Equality and diversity  

 

- 1 2 - 

E.1 Digital strategy  

 

- - 1 - 

The full reports will be presented to this meeting under separate agenda items. 

Definitions 

We use the following definitions to describe the effectiveness of controls in the area under review. 

Assessment Definition 

RED Critical: fundamental absence or failure of key controls 

AMBER High: control objective not achieved - controls are inadequate or ineffective 

YELLOW Moderate: Control objective achieved - no major weaknesses but scope for 

improvement 

GREEN Low: Control objective achieved - controls are adequate, effective and efficient 

 

Recommendations are graded as follows: 

Ranking Definition 

4 Very high risk exposure - major concerns requiring immediate senior management 

attention. 

3 High risk exposure - absence / failure of key controls.   

2 Moderate risk exposure - controls not working effectively and efficiently. 

1 Limited risk exposure - controls are working effectively, but could be strengthened.  
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Ref and Name of report Audit Sponsor Status Quarter Planned 
Audit 
C’ttee 

Actual 

Audit 
C’ttee 

A.1 Financial systems health-
check 

Director of 
Finance and 
Estates 

Complete  
Q2 Mar 20 Dec 19  

B.1a Regional Outcome 
Agreement (ROA) 

Vice Principal 
Educational 
Leadership 

Complete  
Q1 Dec 19 Dec 19  

B.1b Regional Outcome 
Agreement (ROA) 

Vice Principal 
Educational 
Leadership 

Planned  
Q3 Mar 20  

C.1 Equality and diversity Director of 
Organisational 
Development and 
HR 

Complete  
Q2 Dec 191  

C.3 Continuing professional 
development 

Director of 
Organisational 
Development and 
HR 

Fieldwork 
complete 

Q3 May 20  

D.2 Online Resources Director of 
Business, 
Enterprise and 
Innovation 

Fieldwork in 
progress 

Q3 May 20  

E.1 Digital Strategy Director of IT 
Complete  

Q2 Mar 20  

F.1 Follow Up Director of 
Finance and 
Estates 

N/A – every 
quarter 

N/A All All 

 

Key:   

Complete Audit work complete and report has been agreed and finalised 

Draft Report A draft report has been issued  

Fieldwork complete The audit work is complete but the draft report has not yet been issued.  

Fieldwork in progress The audit work is in progress. 

Planned The scope and timing have been agreed with management 

Planning The scope of the audit has yet to be agreed with management 

 
1 Postponed to Mar 20 as agreed with management 
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TITLE ROLLING AUDIT ACTION PLAN 

  

Background The purpose of this report is to update the Audit Committee on the status of 

the recommendations made by both the internal and external auditors from: 

 

a) internal audit reports received and approved by the Committee; and  

b) external auditor management letter recommendations received as part of 

the year end reports made to the Joint Audit / Finance and General 

Purposes Committee. 

  

Action The Audit Committee is requested to approve: 

 

a) the removal of 4 internal audit recommendations following the completion 

of the review work carried out by the internal auditor;  

b) an extension of time for 1 recommendation; and 

c) the Rolling Audit Action Plan. 

  

Lead Alan Ritchie, Director of Finance and Estates 

  

Status Open 
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1. Introduction 

1.1 Appendix A provides an update on the progress made by the College in addressing the 

recommendations arising from the work of both the internal and external auditors. 

 

2. Summary of Recommendations 

2.1 The tables below summarise the movement in relation to the audit recommendations since 

the last Committee meeting: 

Total Number of Recommendations Internal 

Audit 

External 

Audit 

Total 

Total brought forward recommendations 5 6 11 

Proposed for removal following audit follow up work  (4) 0 (4) 

Added to the RAAP – audit reports approved at prior Committee meeting: 

Regional Outcome Agreement – Interim Review (1) 0 0 0 

Financial Systems Health Check 0 0 0 

    

Total recommendations as per RAAP 1 6 7 

(1) The Regional Outcome Agreement report was phase 1 of a two phased report. The 

second tranche of work on the ROA will be undertaken in March 2020 with that report 

containing the recommendations from both sets of work. 

Status of Recommendations Internal 
Audit 

External 

Audit 

Total 

Total recommendations as per RAAP 5 6 11 

 
Recommend for removal following Committee review 
 

(4) 0 (4) 

Number of recommendations remaining 1 6 7 

Status of remaining recommendations 

Partially complete (Not yet due) 0 0 0 

Partially implemented (Due for completion – extension 

requested) 
1 0 1 

Complete pending external auditor review 0 6 6 

Complete pending internal audit review 0 0 0 

Total recommendations remaining 1 6 7 
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3. Commentary on Audit Recommendations 

 

External Audit 

3.1 The finalisation of the external audit work for the year ended 31 July 2019 resulted in six low 

category recommendations from the audit of SFC Credits audit. 

 

3.2 The College has implemented all the recommendations, and these will be reviewed by the 

external auditor as part of their year ended 31 July 2020 audit work. 

 

Internal Audit 

3.3 Following review by the internal auditors, the College is requesting to remove 4 of the 5 

recommendations as noted on the attached RAAP. 

 

3.4 The College is requesting an extension of time in relation to 1 recommendation: 

 

• Recommendation (2) – Completion of mandatory safeguarding training for all staff from 

31/12/19 to 31/07/2020 

o This recommendation was in relation to the completion of mandatory 

safeguarding training. The core safeguarding team have all undertaken the 

required training and follow up reviews have been held with the team to assess 

any other training needs. The requirement for all staff to complete mandatory 

training is currently under review and was referenced in the recent Equality and 

Diversity audit (agenda item 7). Recommendation 2.2 of that report has a 

timeline of 31 July 2020 to implement the revised mandatory training 

requirements / change to procedure. This recommendation is linked to the 

recommendation in the E&D audit hence the same timeline is requested. The 

outcome of the Equality and Diversity audit report will be discussed at the 

Human Resource and Corporate Development Committee on 17 March. 

 

4. Conclusion 

 

4.1 The RAAP is reviewed by the relevant staff on a continual basis and the College considers 

that good progress is being made addressing the recommendations made by both the 

internal and external auditors. 

 

4.2 The Audit Committee is requested to approve: 

 

a) the removal of 4 internal audit recommendations following the completion of the 

review work carried out by the internal auditor;  

b) an extension of time for 1 recommendation; and 

c) the Rolling Audit Action Plan. 
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05/03/2020



Internal Audit Recommendations

Page 2 of 6



Paper 10(a) - Rolling Audit Action Plan 19-20 (3)

Number Audit Period Audit Action Finding  Description Finding  Risk Recommendation Grade Original Due Date
Revised Due 

Date

Client Action 

Owner
Client Update at November 2019

Previous Report  

Progress Status

Status update 

November 2019

1 2018-19 2018-19-04 - Fraud 

Prevention

1.1 - Fraud risk assessment The College maintains a Fraud and Corruption Policy that outlines the 

College’s approach to preventing fraud and investigating suspected 

cases.  The Policy states that line managers are expected to 

understand fraud risks within their areas and be aware of where 

there might be any risk arising from processes.

The College previously completed an informal exercise to identify 

high risk fraud areas that should be addressed, but there is no 

requirement for managers to review these risks on a regular basis or 

confirm that appropriate controls are in place to manage them.

Fraud risks may not be adequately managed where changes 

in operational circumstances i.e. technological advances, 

result in an increased risk of fraud. 

Management should document the fraud risks within their 

area and review these risks on an annual basis to ensure 

there are adequate controls in place to prevent/detect 

fraud.  This could be carried out as part of the annual 

control checklist completed to support the Governance 

Statement.

2 30/04/2019 30/09/2019

31/01/2020

Alan Ritchie The College has completed fraud awareness training 

for areas of high risk (purchase ledger and payroll). 

The College has completed an exercise to review the 

fraud risks across the key operational areas of the 

organisation. From this review a training need was 

identified for cyber essentials refresher training to 

be undertaken by all staff. This training is part of the 

mandatory training which all staff are now required 

to undertake. The College provided fraud awareness 

training sessions with the Heads of Department and 

Operational Managers on 27 Nov 2019 and 28 Jan 

2020.

Partially Complete Complete and agreed 

to be removed

2 2018-19 2018-19-07 - 

Safeguarding

3.2 - Completion of 

mandatory Safeguarding 

training for all staff 

West College Scotland is currently using an online Safeguarding 

Essentials course which staff can access in Staff Room Moodle site. 

Discussions with client that all new staff members are required to 

complete this course as part of the Induction process. 

Prior to Cylix eLearning programme WCS staff members were 

required to complete the College Development Network 

Safeguarding Students and Staff online course. On completion of the 

course staff submitted their certificate to the HR Team for recording 

on the HR system. Around 9 months ago purchased new modules 

from the training provider Cylix as the College felt it was a better way 

of understanding safeguarding and how to deal with it rather than 

just solely the legislative element. 

We confirmed that all of the safeguarding team have undertaken the 

training.

We identified during our testing that not all staff had completed the 

training either being the new course on Cylix, the old CDN or the in 

Safeguarding concerns are not handled appropriately, as 

staff have not received adequate training, leading to cases 

going unreported impacting the well-being of young and 

vulnerable people.

West College Scotland should monitor who have not 

completed the safeguarding training in a timely basis and 

decide the action to take when following up on this, this 

could also be reviewed at the annual CPD Reviews to 

ensure all staff are completing the training.

A risk based approach should be applied to ensure all 

relevant staff receive the appropriate training in a timely 

manner.  Staff with a high level of student contact should 

be prioritised with training.

3 31/12/2019 30/04/2020 Iain Forster-

Smith

The action point relates to the completion of 

mandatory safeguarding training. The core College 

Safeguarding Team have all undertaken the required 

training and follow up reviews have been held with 

the team to assess any other training needs. The 

requirement for all staff to complete mandatory 

training is currently under review and was 

referenced in the recent Equality and Diversity audit. 

Recommendation 2.2 of that report has a timeline of 

31 July 2020 to implement the revised mandatory 

training requirements / change to procedure.

Partially Complete Partially Complete

3 2018-19 2018-19-03- Student 

Experience

3.1 Guidance Tutors Students enrolled on full time courses are allocated a named 

guidance tutor and timetabled guidance sessions. This allows for 

periodic monitoring of attendance and progress with the aim of 

identifying and referring students in need of additional support. This 

arrangement is not replicated for part time and evening students, 

partly because of the limited contact time available. Instead, this 

guidance and support role is filled by the class lecturer.

Though this appears to be well understood within faculties and 

among teaching staff, we have not been able to confirm that this is 

explicitly communicated to part time and evening students. Therefore 

part-time and evening students may not be aware that they are able 

to refer directly to their lecturer for guidance and support matters, as 

opposed to SAS or other College support services which may not be 

available at suitable times.

There is a risk that part time and evening students are not 

able to access appropriate support as they are not aware of 

all referral process available to them, resulting in reduced 

student satisfaction or performance.

Communication to part time and evening students should 

clearly highlight all sources of support and guidance 

available to them, including the role of class lecturers.

2 30/06/2019 30/09/2019

31/01/2020

Cathy McNab Class representatives are seen as key in delivering 

information to the student body. The Student 

Association and Student Experience Team engaged 

with evening class students in the first two weeks of 

September. This engagement took the form of a 

student experience leaflet and an online induction 

presence via the student portal 'MyDay'. Given the 

level of response a further call for class reps was 

made via the MyDay app accessible by all students. 

The new members of the Student Association wish 

to utilise the assistance of sparqs to aid them with 

future class representative training. They are 

exploring with the NUS a different model of student 

representation which will include an on-line 

training/information and assessment tool which is 

being developed for implementation in March 2020. 

It is hoped that this new approach will address the 

current gap in class representative recruitment and 

training.

Partially Complete Complete and agreed 

to be removed

4 2018-19 2018-19-03- Student 

Experience

3.2 Student Intranet We reviewed the guidance material available through the student 

intranet and noted that, while these often feature version numbers, 

the date for review is not consistently included. We identified two 

instances of clearly outdated documents available for download.

- ‘Reporting and Payment Dates - Quick Guide’ is a calendar of 

student funding payment dates for the session 2016/17. We were 

unable to locate an equivalent document covering the current 

session.

- ‘Policy - Student Conduct’ is a statement of the College’s position on 

unacceptable or improper behaviour on the part of students. The 

document available through the student intranet bears version 

control information, including a review date of September 2015. This 

document appears to have been superseded by the newer Student 

Behaviour Policy, which is available through the staff intranet, but 

does not appear to have been published on the student intranet.

A number of other documents such as ‘Tackling Assessments’ make 

explicit reference to the academic session 2016/17 and thus give the 

impression of being out of date, however the information that they 

contain appears to be general information applicable to any academic 

session.

There is a risk that support mechanisms are not fully utilised 

as students only have access to out of date information.

Responsibility for the review and update of content made 

available via the student intranet should be clearly 

assigned. Version control information should include dates 

for review to ensure these documents remain up to date.

1 30/06/2019 31/01/2020 Iain Forster-

Smith

The Assistant Principal Student Life and Skills has 

undertaken a review of the current student intranet 

to ensure that all documents included in the portal 

are up to date and relevant. The status of the 

current portal can be viewed at: 

http://student.westcollegescotland.ac.uk/index.php

/advice/documents-and-guides/

The AP Student Life and Skills will ensure that the 

portal is maintained with current documents. The 

Marketing Team will undertake an annual review of 

student intranet content prior to the start of each 

academic session to ensure that it is all up to date 

and relevant.

Fully Implemented 

subject to audit 

confirmation

Complete and agreed 

to be removed

Page 3 of 6
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Number Audit Period Audit Action Finding  Description Finding  Risk Recommendation Grade Original Due Date
Revised Due 

Date

Client Action 

Owner
Client Update at November 2019

Previous Report  

Progress Status

Status update 

November 2019

5 2018-19 2018-19-03- Student 

Experience

4.1 Student Representatives Students enrolled on full time courses are expected to elect class 

representatives, who provide a channel to feedback student concerns 

through the Student Association. Part time and evening students 

have the option to do so, however we understand that this is not 

typically taken up.

Though students without access to a class representative can provide 

feedback through the bi-annual student survey, there is no clear 

alternative feedback channel which is student-led.

There is a risk that part time and evening students are 

excluded from the collation of feedback. This may result in a 

failure to identify issues or identify issues affecting part time 

or evening cohorts.

We understand that the College cannot compel part time 

and evening classes to elect student representatives. As 

such we recommend that the College, in conjunction with 

the Student Association, should consider if an alternative 

means of providing feedback can be implemented. Any such 

mechanism should be student-led and clearly 

communicated to relevant student groups.

1 30/06/2019 31/10/2019

31/12/2019

Cathy McNab The Student Association are running focus groups on 

Tuesday and Thursday evenings in the week 

beginning 18 November across all campuses offering 

evening class provision. The College will collate the 

responses received from the focus groups along the 

general themes and areas for discussion. This work 

will be completed by the end of December 2019.

Partially Complete Complete and agreed 

to be removed
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Number Audit Period Audit Action Finding  Description Finding  Risk Recommendation Grade Original Due Date
Revised Due 

Date

Client Action 

Owner
Client Update at November 2019

Previous Report  

Progress Status

Status update 

November 2019

1 2018-19 SFC Credits Audit Infill Courses Infill courses should have the prefix 'I' in the course code and the 

word 'infill' in the course title.

There is a risk that the College's statistical information is not 

correct in terms of the classification of its infill courses and 

credits.

We recommend that care be taken when deciding whether 

a course should be treated as an infill course. The College 

should only use the prefix 'I' in the course code and the 

word 'infill' in the course title when the course is an infill 

course. All other non full time courses should have a 

different prefix to the course code and should not have the 

work 'infill' in the title.  

Low 31/01/2020 N/a Head of Student 

Services

The College has issued updated guidance to 

curriculum teams highlighting when particular 

modes of attendance should be used especially in 

relation to the use of infill versus part time. The use 

of the infill category continues to be monitored 

during 2019-20 to ensure it is appropriately use. 

Fully Implemented 

subject to audit 

confirmation

2 2018-19 SFC Credits Audit Price Group 5 Price Group 5 credits should be calculated by using the planned 

learning hours divided by 40.

There is a risk that the College over/under states its credit 

count for those courses classified as Price Group 5.

We recommend that care be taken when calculating the 

credits for the Price Group 5 courses. The calculation should 

be based on the planned learning hours divided by 40.

Low 31/01/2020 N/a Head of Student 

Services

The College has issued updated guidance to Heads of 

Sector to ensure that Credit calculations for Price 

Group 5 courses is carried out using 40 hours. The 

implementation of this guidance continues to be 

monitored during 2019-20 through the issuing of 

regular reports to Heads of Sector to validate the 

Credits claimed.

Fully Implemented 

subject to audit 

confirmation

3 2018-19 SFC Credits Audit Student Attendance Credits should only be allocated to students if they have attended 

beyond the required date and are actively participating in the course.

There is a risk that credits may be claimed for students who 

do not meet the attendance criteria and thus credits are 

overstated.

We recommend that care be taken when including students 

in the credits count. Student should only be included if the 

College can demonstrate that the student has actively 

participated in the course.

Low 31/01/2020 N/a Head of Student 

Services

The College has issued updated guidance to CQLs to 

ensure that there is improved clarity concerning 

student attendance, engagement and withdrawals 

processes is understood. Course participation is 

being monitored on a regular basis through the 

generation of regular reports which are being issued 

to CQLs for validation and early intervention where 

necessary.

Fully Implemented 

subject to audit 

confirmation

4 2018-19 SFC Credits Audit Work Based Learning Credits should only be claimed for those students on work based 

learning courses if there is sufficient evidence available to provide 

evidence of course progression and staff support.

There is a risk that the College could overstated its credits 

count.

We recommend that the College ensures that all work 

based learning students have evidence of course 

progression and staff support on file.

Low 31/01/2020 N/a Head of Enterprise 

& Employability

The College has revised the process for the 

enrolment of work based learning students to 

ensure that they are only enrolled on a subject after 

there is sufficient evidence of participation and staff 

support.

Fully Implemented 

subject to audit 

confirmation

5 2018-19 SFC Credits Audit Fee Waiver Evidence in support of the student's fee waiver claim should be noted 

on the fee waiver form (enrolment form) by the Enrolling Officer. For 

the outreach centres the fee waiver form is part of the enrolment 

form. In these circumstances the fee waiver is approved by the 

lecturer. The lecturer is supposed to have sight of the supporting 

documentation prior to agreeing the fee can be waived.

There is a risk that fee waivers are given without the proper 

evidence being seen by the Enrolling Officer.

We recommend that the outreach enrolment form is 

amended to include a box for the enrolling officer to 

indicate what evidence they have seen in support of the 

student's claim for their fees to be waived. We also 

recommend that staff are reminded that they should sign 

the enrolment form.

Low 31/01/2020 N/a Head of Learning 

Communities

The College has amended the outreach enrolment 

form to enable the enrolling staff member to specify 

what evidence was presented to justify the fee 

waiver being claimed. the revised procedure 

continues to monitor for unsigned outreach 

enrolment forms which are being returned to the 

relevant staff member for completion.

Fully Implemented 

subject to audit 

confirmation

6 2018-19 SFC Credits Audit Open/Distance Learning Credits should only be claimed for students on open/distance learning 

provision if there is evidence of progression by the student.

There is a risk that credits are overstated. We recommend that the College ensures that all 

open/distance learning students have evidence of work 

completed and progression on their course before claiming 

Credits.

Low 31/01/2020 N/a Head of Business 

Development and 

Innovation

The College has updated its process for the 

enrolment of open/distance learning students to 

ensure that students are only enrolled on a subject 

after there is sufficient evidence of participation. 

This revised process continues to be monitored to 

ensure the correct level of Credits are being claimed.

Fully Implemented 

subject to audit 

confirmation

Page 6 of 6
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TITLE: ANNUAL REVIEW OF THE EFFECTIVENESS OF THE COMMITTEE 
  
Background: The Audit Committee’s remit states that it will ‘review its own 

effectiveness at least annually and to report the results of that review to 
the Board’. 
 
This report outlines the process which it is proposed that the Audit 
Committee adopts for the 2019-20 review of its effectiveness. The 
procedure follows that which was agreed in previous years. 

  
Action: The Audit Committee is asked to consider and approve the wording of 

the questionnaires, the approach to be taken and the timetable for this. 
  
Lead: Shirley Gordon, Secretary to the Committee 
  
Status: Open 
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1. Introduction 
 
1.1 The Audit Committee’s remit states that it will ‘review its own effectiveness at least 

annually and to report the results of that review to the Board’. 
 

1.2 This report outlines the process which it is proposed that the Audit Committee adopts 
for the 2019-20 review of its effectiveness. The procedure follows that which was 
agreed in previous years. 

 
2. Methodology 

 
2.1 For the review undertaken in May 2019 the Committee was issued with three 

questionnaires covering: 
• Evaluation of the Audit Committee.  
• Evaluation of the Internal Auditors.  
• Evaluation of the External Auditor.  

 
2.2 In December 2019 the Audit Committee undertook a review of the External Auditor 

immediately following the completion of the external audit work. This was to ensure 
that the outcome from the audit was fresh in Committee members minds when 
undertaking the review. A copy of the outcome of the external audit evaluation is 
attached at Appendix C for Committee members reference. 
 

2.3 At the December Audit Committee meeting, members considered the outcome from 
the review of the external auditors and noted that: 
 
AM463       EXTERNAL AUDIT ANNUAL EFFECTIVENESS REVIEW 
 The Interim Secretary to the Committee tabled a paper summarising the findings of the 
external audit annual effectiveness review recently completed by members and 
attending officers. He confirmed that the submissions indicated that the external 
auditors enjoyed a high level of satisfaction amongst the members and attending 
officers, citing examples offered in individual questionnaires. The Interim Secretary 
advised, having reviewed all written feedback, that there were no areas of concern. The 
Committee agreed with the conclusions made in the paper. 
 

2.4 Given that the Committee has already undertaken a review of the External Audit 
Service, they will therefore only be issued with the two questionnaires this time around 
relating to:  
• Evaluation of the Audit Committee – attached at Paper 11 (a).  
• Evaluation of the Internal Auditors – attached at Paper 11 (b).  
 

2.5 The Audit Committee effectiveness questionnaire was extracted from the 2018 
Scottish Government Audit Committee Handbook. Considering discussions held at the 
Audit Committee in March 2019 there was an adjustment to the wording of the final 
question under the heading of “Internal Control”.  The Audit Committee does not 
receive ‘stewardship reports’ but does receive feedback and assurances on the internal 
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controls operated by the College through the various reports and feedback provided 
by both the Internal and External Auditors. It was, therefore, proposed that this 
question be re-worded as follows:  
 

Does the Audit Committee receive sufficient assurance on the operations in the 
key business areas such as Finance, HR, ICT?’   

 
2.6 No changes are proposed to the questionnaire evaluating the performance of the 

Internal Auditors.    
 

2.7 The questionnaire evaluating the effectiveness of the Audit Committee has been 
partially completed to assist members (factual questions only). This approach has been 
used in previous years and the Committee was satisfied with this. However, members 
are free to change any of these answers if they wish to.  
 

3. Next Steps 
 

3.1 If the Committee is satisfied with the proposed approach, the questionnaires will be 
issued to all members of the Committee, the Internal and External Auditors following 
the Committee meeting.   
 

3.2 Completed questionnaires should be returned by Monday 6 April 2020 so that a report 
can be provided to the May 2020 Audit Committee for consideration and action as 
appropriate. Thereafter, the Audit Committee will report to the Board of Management 
on its findings at the meeting in June.    
 

3.3 The Audit Committee is asked to consider and approve the wording of the two 
questionnaires, the approach to be taken and the timetable for this. 

 
 



AUDIT COMMITTEE SELF-ASSESSMENT CHECKLIST 
 

  

Role and Remit YES/NO/NA 
Don’t know Comments/Action 

Does the audit committee have written terms of 
reference?  Yes   
Do the terms of reference cover the core 
functions of an audit committee as identified in 
the SG Audit and Assurance Committee 
Handbook? 

 Yes   

Are the terms of reference approved by the audit 
committee and reviewed periodically?  Yes  Reviewed at least annually  
Has the audit committee been provided with 
sufficient membership, authority and resources 
to perform its role effectively and independently? 

    

Does the body's governance statement mention 
the audit committee's establishment and its 
broad purpose? 

 Yes   

Does the audit committee periodically assess its 
own effectiveness?  

 Yes   

Membership, induction and training YES/NO/NA 
Don’t know Comments/Action 

Has the membership of the audit committee 
been formally agreed by the management board 
and or Accountable Officer and a quorum set? 

 Yes  Agreed by Board  

Are members appointed for a fixed term?  Yes   
Does at least one of the audit committee 
members have a financial background?  Yes   
Are all members, including the chair, 
independent of the executive function?  Yes   



Are new audit committee members provided 
with an appropriate induction?     
Has each member formally declared his or her 
business interests?  Yes   
Are members sufficiently independent of the 
other key committees of the Board?     
Has the audit committee considered the 
arrangements for assessing the attendance and 
performance of each member?  

    

Meetings YES/NO/NA 
Don’t know Comments/Action 

Does the audit committee meet regularly, at 
least four times a year?  Yes   
Do the terms of reference set out the frequency 
and broad timing of meetings?  Yes   
Does the audit committee calendar meet the 
body's business and governance needs, as well 
as the requirements of the financial reporting 
calendar? 

 Yes   

Are members attending meetings on a regular 
basis and if not, is appropriate action taken?  Yes   
Does the Accountable Officer attend all meetings 
and, if not, is he/she provided with a record of 
discussions? 

 Yes   

Does the audit committee have the benefit of 
attendance of appropriate officials at its 
meetings, including representatives from internal 
audit, external audit and finance? 
 
  

 Yes   

Internal control YES/NO/NA Comments/Action 



Don’t know 
Does the audit committee consider the findings 
of annual reviews by internal audit and others, 
on the effectiveness of the arrangements for risk 
management, control and governance? 

 Yes   

Does the audit committee consider the findings 
of reviews on the effectiveness of the system of 
internal control? 

 Yes   

Does the audit committee have responsibility for 
review of the draft governance statement and 
does it consider it separately from the accounts? 

 Yes   

Does the audit committee consider how accurate 
and meaningful the governance statement is?     
Does the audit committee satisfy itself that the 
arrangements for risk management, control and 
governance have operated effectively throughout 
the reporting period? 

    

Has the audit committee considered how it 
should coordinate with other committees that 
may have responsibility for risk management 
and corporate governance? 

    

Has the audit committee satisfied itself that the 
body has adopted appropriate arrangements to 
counter and deal with fraud? 

    

Has the audit committee been made aware of 
the role of risk management in the preparation 
of the internal audit plan? 

    

Does the audit committee's terms of reference 
include oversight of the risk management 
process? 

 Yes   



Does the audit committee consider assurances 
provided by senior staff?  Yes    
Does the audit committee receive sufficient 
assurance on the operations in the key business 
areas such as Finance, HR, ICT?  

     

Financial reporting and regulatory matters YES/NO/NA 
Don’t know Comments/Action 

Is the audit committee's role in the consideration 
of the annual accounts clearly defined?  Yes    
Does the audit committee consider, as 
appropriate:     
• the suitability of accounting policies and 
treatments  Yes    
• major judgements made  Yes    
• large write-offs  Yes    
• changes in accounting treatment  Yes    
• the reasonableness of accounting estimates  Yes    
• the narrative aspects of reporting?  Yes    
Is an audit committee meeting scheduled to 
receive the external auditor's report to those 
charged with governance including a discussion 
of proposed adjustments to the accounts and 
other issues arising from the audit? 

 Yes    

Does the audit committee review management's 
letter of representation?  Yes    
Does the audit committee gain an understanding 
of management's procedures for preparing the 
body's annual accounts? 

    



Does the audit committee have a mechanism to 
keep it aware of topical legal and regulatory 
issues?  

    

Internal Audit YES/NO/NA 
Don’t know Comments/Action 

Does the Head of Internal Audit attend meetings 
of the audit committee?  Yes    
Does the audit committee approve, annually and 
in detail, the internal audit plans including 
consideration of whether the scope of internal 
audit work addresses the body's significant 
risks? 

 Yes    

Does internal audit have a direct reporting line, 
if required, to the audit committee?  Yes    
As well as an annual report from the Head of 
Internal Audit, does the audit committee receive 
progress reports from the internal audit service? 

 Yes    

Are outputs from follow-up audits by internal 
audit monitored by the audit committee and 
does the committee consider the adequacy of 
implementation of recommendations? 

 Yes    

If considered necessary, is the audit committee 
chair able to hold private discussions with the 
Head of Internal Audit? 

 Yes    

Is there appropriate co-operation between the 
internal and external auditors?     
Does the audit committee review the adequacy 
of internal audit staffing and other resources?  Yes    
Are internal audit performance measures 
monitored by the audit committee?  Yes    



Has the audit committee considered the 
information it wishes to receive from internal 
audit? 

 Yes    

Do formal terms of reference exist defining 
internal audit's objectives, responsibilities, 
authority and reporting lines?  

 Yes    

External Audit YES/NO/NA 
Don’t know Comments/Action 

Does the external audit representative attend 
meetings of the audit committee?  Yes   Not all meetings – normally 2 per annum 

Do the external auditors present and discuss 
their audit plans and strategy with the audit 
committee (recognising the statutory duties of 
external audit)? 

 Yes    

Does the audit committee chair hold periodic 
private discussions with the external auditor?     
Does the audit committee review the external 
auditor's annual report to those charged with 
governance? 

 Yes    

Does the audit committee ensure that officials 
are monitoring action taken to implement 
external audit recommendations? 

 Yes    

Are reports on the work of external audit 
presented to the audit committee? Yes     
Does the audit committee assess the 
performance of external audit?  Yes    
Does the audit committee consider the external 
audit fee? 
 
  

 Yes   The fee is set by Audit Scotland 

Administration YES/NO/NA 
Don’t know Comments/Action 



Does the audit committee have a designated 
secretariat?  Yes    
Are agenda papers circulated in advance of 
meetings to allow adequate preparation by audit 
committee members? 

 Yes    

Do reports to the audit committee communicate 
relevant information at the right frequency, 
time, and in a format that is effective? 

    

Does the audit committee issue guidelines 
and/or a pro forma concerning the format and 
content of the papers to be presented? 

    

Are minutes prepared and circulated promptly to 
the appropriate people, including all members of 
the Board? 

 Yes    

Is a report on matters arising presented or does 
the chair raise them at the audit committee's 
next meeting? 

 Yes    

Do action points indicate who is to perform what 
and by when?  Yes    
Does the audit committee provide an effective 
annual report on its own activities?  

 Yes    

Overall YES/NO/NA 
Don’t know Comments/Action 

Does the audit committee effectively contribute 
to the overall control environment of the 
organisation? 

    

Are there any areas where the audit committee 
could improve upon its current level of 
effectiveness? 

    

Does the audit committee seek feedback on its 
performance from the Board and Accountable 
Officer? 

    



 

Extracted from the Scottish Government Audit and Assurance Committee Handbook 2018 



 
 
Evaluation of the Internal Auditors 

 
Yes 

 
No 

Not 
sure 

 
Comments 

Questions for Audit Committee Members  

 1. Did the auditors meet with the Audit 
Committee when requested? 

    

 2. Did the auditors adequately assess 
controls in place within the College? 

    

 3. Did the auditors inform the Audit 
Committee of any risks of which the 
Committee was not previously aware? 

    

 4. Did the auditors communicate issues freely 
with the Audit Committee, or did they 
seem protective of management? 

    

 5. Does it appear that management exercises 
undue influence on the internal auditors? 

    

 6. Does it appear that the internal auditors 
are reluctant or hesitant to raise issues 
that would reflect negatively on 
management? 

    

 7. Is the Audit Committee satisfied with the 
planning and conduct of the audits?  

    

  8. Is the Audit Committee satisfied with its 
relationship with the internal auditors? In 
making this determination, the Audit 
Committee should consider whether: 

 (a)   the partner-in-charge of the audit 
participated in Audit Committee meetings; 

 (b)   the auditors were frank and complete in 
the required discussions with the Audit 
Committee;  

(c)    the auditors were frank and complete 
during executive sessions with the Audit 
Committee;  

(d)    the auditors are on-time in their delivery of 
services to the College. 

    

  



 
Evaluation of the Internal Auditors 

 
Yes 

 
No 

Not 
sure 

 
Comments 

Questions for Audit Committee Members (continued) 

 9. Is the Audit Committee satisfied that the 
internal auditors remain independent and 
objective both in fact and appearance?  
This response should consider: 

 • Review all audit-related and nonaudit 
services conducted by the internal 
auditors in the prior year. 

 • Review whether the firm, the office or 
the partner is dependent on the College 
for a material percentage of its fee 
income.  

 • Review whether former members of the 
audit team are now employed by the 
College. 

 
If any of these conditions exist the Audit 
Committee should consider whether they impair 
the auditors’ independence with respect to the 
College. 
 

    

10. Was the audit fee fair and reasonable in 
relation to what the Audit Committee 
knows about fees charged to other non-
profit Colleges, and in line with fee 
benchmarking data the Audit Committee 
might have available to it? 

    

11. Did the internal auditors provide 
constructive observations, implications, 
and recommendations in areas needing 
improvement?  

    

12. Did the internal auditors demonstrate an 
ongoing understanding of the uniqueness 
of further education? 

    

 
Signed:       Print Name: 
 
 
Date: 
 
Based on the Scottish Government Audit and Assurance Committee Handbook 2018 
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TITLE:  EXTERNAL AUDIT ANNUAL EFFECTIVENESS REVIEW SUMMARY 
 
Background: The Audit Committee remit includes a requirement to:  
  ‘To establish appropriate performance measures and indicators to monitor the 

effectiveness of the External Auditors;’. 
 
  This report presents the findings from the 2019 review of the effectiveness of 

the College external auditors, Mazars LLP. 
 

Action:  The Audit Committee is asked to comment upon this summary of the annual 
evaluations of the external auditors. 

 
Lead: Drew McGowan, Interim Secretary to the Committee  
 
Status: Open 
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1. Introduction 
 
1.1 The Audit Committee has a responsibility to evaluate the effectiveness and efficiency 

of the external audit arrangements of the College.  
 

1.2 At the Joint Audit and Finance & General Purposes Committee meeting in November 
2019, members of the Audit Committee agreed to the process to be followed in 
undertaking the 2019 effectiveness review of the College’s external auditors.  It was 
agreed that the Interim Secretary to the Board would distribute the agreed 
questionnaire to Audit Committee members and to senior College staff and that a 
report on the evaluation questionnaires would be presented for the Committee’s 
consideration. 

 
2. Findings 
 
2.1 The evaluations completed by members of the Committee indicate that they are 

satisfied with the performance, reliability, advice and independence of the external 
auditors.  

 
2.2 There were two questions where members provided differing answers: 

• One instance was where the external audit report brought to the attention of the 
Committee the ongoing issue of asset valuation, which was discussed and noted 
at the Joint Committee; and  

• The other instance related to the audit fee charged where two members 
expressed an interest in understanding whether the audit fee was fair and 
reasonable. 

 
2.3 Members commented that the external auditors have demonstrated an awareness 

and understanding of the challenges facing the college sector, particularly financial 
sustainability and estates maintenance.  
 

2.4 The evaluations submitted by the attending officers of the Committee indicate a high 
level of satisfaction in the relationship with, and work of the external auditors. 
Attending officers were complimentary of the external auditors’ professionalism, 
conduct and expertise. 
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2.5 Attending officers described their relationship with the auditors as stable and 
commented that there was a consistent audit team in place, with a good knowledge 
base of the college sector, and that they worked with the College in a collaborative 
manner throughout the audit process.  

 
2.6 When answering the section on the auditors identifying problems or potential issues 

to the College’s attention in enough time, one attending officer cited the example of 
the McCloud judgement and its implications for the College in relation to pensions. 
It was felt that this issue was highlighted in enough time and with the appropriate 
focus that allowed the issue to be addressed in a timely and constructive manner.  

 
2.7 The evaluations show that attending officers would be happy to hire the firm to 

conduct next years audit with no suggested changes as to how this audit work is 
carried out were made. 

 
3. Conclusion  
 
3.1 The Audit Committee is asked to comment upon this summary of the annual 

evaluations of the external auditors. 
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TITLE: RISK MANAGEMENT STRATEGY REPORT 

  

Background: Under the Corporate Governance Code, the College Board of Management is 

tasked with ensuring a framework of risk management and control is in place. 

This paper provides: 

 

• an update on the actions taken by the College to develop the College Risk 

Management Strategy;  

 

• the next steps in the development of the College Risk Management Strategy; 

and 

 

• presents the current College Strategic Risk Register for the consideration of 

the Audit Committee. 

  

Action: The Audit Committee is requested to: 

 

• note the update on the actions taken to embed risk across the College; 

 

• approve the next steps in the development of the College Risk Management 

Strategy; and 

 

• review and approve the College Strategic Risk Register and in doing so 

consider: 

o The risks included in the register; 

o The revised risk rating both pre and post mitigation; 

o Whether any other risks should be considered for removal; and 

o Whether any new risks should be considered for inclusion. 

  

Lead: Alan Ritchie, Director of Finance and Estates 

  

Status: Open 
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1. Risk Management Strategy 

1.1 The West College Scotland Risk Management Strategy is approved by the Board of 

Management. The College Strategic Risk Register is subject to ongoing review by the Board 

of Management and all Board of Management Committees, with oversight being provided 

by the Audit Committee. A copy of the current Risk Management Strategy is provided for 

reference at Appendix A. 

 

2. Development of the College Risk Strategy 

2.1 The Board of Management meeting in February 2020 considered the outcome of the two 

Scott Moncrieff facilitated workshops with the Senior Management Team on 19 November 

2019 and the Board of Management on 12 December 2019 both of which aimed to capture 

their views on the level of College risk appetite. 

 

Risk Category 

2.2 The College categorises its risk to enable the identification of risk trends and gap analysis. 

The Board of Management considered the ten updated risk categories and the risk 

descriptions and were content that these were applicable to the College operating 

environment. The agreed categories and descriptions are attached at Appendix B. 

 

Risk Appetite  

2.3 The Board reviewed the risk appetite level associated with each of the risk categories in 

Appendix B. The appetite levels were defined as: 

 

• Averse 

o Avoidance of risk and uncertainty is a key organisational objective. 

• Minimalist  

o Preference for ultra-safe business delivery options that have a low degree of 

inherent risk and only have a potential for limited reward.  

• Cautious 

o Preference for safe delivery options that have a low degree of residual risk 

and may only have limited potential for reward.  

• Open 

o Willing to consider all potential delivery options and choose the one that is 

most likely to result in successful delivery while also providing an acceptable 

level of reward (and value for money).  

• Hungry 

o Eager to be innovative and to choose options offering potentially higher 

business rewards, despite greater inherent risk. 
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2.4 Following a discussion at the February Board of Management meeting it was agreed that the 

following risk appetites were applicable to the ten identified risk categories: 

 

1) Political      Cautious 

2) Competitive Environment    Open 

3) Finance      Minimalist 

4) Staffing and HR     Open 

5) Student      Open 

6) Reputational / External    Open 

7) Digital      Hungry 

8) Infrastructure     Open 

9) Learning and Teaching    Open 

10) Governance     Cautious 

 

2.5 The following table summarises the College position based on the considerations of the 

Board of Management: 

 

Appetite Risk Category 

Averse  

 

Minimalist Finance 

 

Cautious Political 

Governance 

 

Open Competitive Environment  

Staffing and HR 

Student 

Reputational / External 

Infrastructure 

Learning and Teaching 

 

Hungry Digital 

 

 

 

Risk Appetite Statement 

2.6 Based on the considerations of the Board of Management the overarching risk appetite 

statement for the ten risk categories has been updated. A copy of the revised College Risk 

Appetite Statement is attached at Appendix C for the consideration of the Audit Committee.  
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College Strategic Risk Register 

2.7 The approved risk categories (Appendix B) have been applied to the risks identified within 

the current College Strategic Risk Register (Appendix D).  

 

2.8 The Audit Committee is requested to review the risk categories applied to each of the 

strategic risks and comment upon whether they consider the risk category to be appropriate. 

 

2.9 The College has reviewed the format of the Strategic Risk Register (Appendix D) and believes 

that it is becoming a congested document. It is therefore proposed that as part of the 

refresh of the College Risk Management Strategy that an alternative format for the Strategic 

Risk Register be considered to address this.   

 

Risk Management Strategy - Next Steps 

2.10 The following actions will further develop the overall College approach to risk management:  

 

• Update of the College Risk Management Strategy to include: 

• The revised risk categories 

• The risk appetite statement 

• The revised formatting of the Strategic Risk Register 

 

• Approval of the updated College Risk Management Strategy by the Board of 

Management. 

 

• Dissemination of the Risk Management Strategy to staff as required. 

 

3. College Strategic Risk Register Update 

3.1 The Board of Management approved a version of the risk register at its meeting in February 

2020. 

 

3.2 Since that meeting the Senior Management Team (SMT) has continued to carry out a review 

of the College Strategic Risk Register. The mitigating controls have been updated to take 

account of items such as the ongoing interactions with the SFC, the outcomes of 

internal/external audit reports and any Scottish Government/Scottish Funding Council (SFC) 

announcements. 
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3.3 The College Senior Management Team consider that the operating environment within 

which the College functions has not materially changed since the risk register was reviewed 

by the Board of Management in February 2020.  Thus: 

• No risk score has been amended; and 

• No strategic risk has been removed or no new risks have been included. 

 

3.4 Each Board Committee is requested to: 

• review the risks included within the register;  

• the risk ratings both pre and post mitigation;  

• whether any other risks should be considered for removal; and  

• whether any new risks should be considered for inclusion. 

 

3.5 The detailed risk register has been aligned to the new Corporate Strategy and this alignment 

will be refined over the course of 2019-20. A copy of the current College Strategic Risk 

Register is attached to this report (Appendix D). 

 

4. Conclusion 

 

4.1 The Audit Committee is requested to: 

• note the update on the actions taken to embed risk across the College; 

 

• approve the next steps in the development of the College Risk Management Strategy; 

and 

 

• review and approve the College Strategic Risk Register and in doing so consider: 

o The risks included in the register; 

o The revised risk rating both pre and post mitigation; 

o Whether any other risks should be considered for removal; and 

o Whether any new risks should be considered for inclusion. 
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The Financial Memorandum with the Scottish Funding Council (SFC) requires that the governing body 

complies with the principles of good governance set out in the Code of Good Governance for 

Scotland’s Colleges. The SFC also requires the governing body to ensure that: 

 The College has an effective policy of risk management and risk management arrangements; 

 Internal audit must provide the governing body and senior management of the College with an 

objective assessment of adequacy and effectiveness of risk management, internal control, 

governance and value-for- money; and 

 The College undertakes careful appraisal of the risks before accepting any contingent liability. 

 
The College must recognise the environment within which it operates as a non-departmental public 

body (NDPB). This environment includes compliance with the Scottish Public Finance Manual (SPFM) 

which requires that it is “…necessary to develop a framework for assessing risks that evaluates both 

the likelihood of the risk being realised, and of the impact if the risk is realised. Risk assessment 

should be recorded in a way that demonstrates clearly the key stages of the process.” This Strategy 

has therefore been written taking account of the requirements of the SFC Financial Memorandum and 

SPFM. 

 

In addition to the above requirements the internal auditor must produce an annual report for the 

governing body on their activities during the year. The report must include an opinion on the 

adequacy and effectiveness of the College’s risk management, internal control and governance. The 

report must be presented to the College’s Audit Committee and a copy sent to the SFC. 

The College Vision states that we will seek ‘To make a difference’, ‘To be bold’ and ‘To be forward 

thinking’ and achieve the Strategic Priority of delivering ‘...a sustainable, effective and efficient 

service’. The Risk Management Strategy is a key link between the Vision and Strategic Priorities, 

ensuring the College is aware that some risks will always exist and will never be eliminated, however 

mitigation can be put in place to minimise the impacts and deliver the Vision. 

The College recognises that it has a responsibility to manage risks and supports a structured and 

focused approach to managing them through application of the Risk Management Strategy. In this 

way the College will better achieve its strategic priorities and enhance the value of services it provides 

to the community.  

  

1 Introduction from Chair of Board of 
Management and the Chief Executive 



 

4 
 

The approach of the Strategy is that it is owned and led by the Board of Management and it is 

intended to deliver a more dynamic and inclusive approach to risk management. The Strategy aims to 

ensure that the Strategic Risk Register will be informed by the College Operational Planning process 

and from all Board of Management Committees with the objective of being outward facing and 

strategically focused. 

The College’s Risk Management Strategy objectives are to: 

1) Integrate risk management into the culture of the College; 

2) Manage risk in accordance with best practice; 

3) Anticipate and respond to changing requirements; 

4) Prevent injury, damage  losses and reduce the cost of risk; and 

5) Raise awareness of the need for risk management by all those connected with delivering the 

College’s Strategic Priorities. 

These objectives will be achieved by: 

 Establishing clear roles, responsibilities and reporting lines within the College for risk 

management; 

 Providing opportunities for shared learning on risk management across the College; 

 Reinforcing the importance of effective risk management as part of everyday work by offering 

training; 

 Incorporating risk management considerations into the annual internal audit plan and any 

internal / external audit work carried out; and 

 Monitoring arrangements on an on-going basis. 

The Risk Management Strategy aligns with the Regional Outcome Agreement (ROA) and will be 

reviewed annually. In the event material amendments to the Strategy are required it will be presented 

to the Board of Management for approval.   

The Board of Management and Senior Management Team are fully committed to the principles of 

Risk Management and the approach outline within this Strategy. 

Approved by: 

 

 

Keith McKellar                                                                          Audrey Cumberford 

Chair of the Board of Management                                        Principal 
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2.1 Purpose 

The purpose of the Risk Management Strategy is to: 

 outline West College Scotland’s approach to risk management; and  

 describe the procedures for the management of risk within the College while detailing the 

roles and responsibilities of the key business areas. 

2.2 Objectives 

To ensure the effective delivery of the College Risk Management Strategy, the following objectives 

will require to be progressed by the College Senior Management Team: 

1. Undertake an annual review of the College Risk Management Strategy. The review will ensure 

clear roles, responsibilities and a reporting framework for the managing of risk across the College 

is maintained and developed;  

2. Development of operational planning guidance on risk identification and translation into strategic 

risk where appropriate; 

3. Monitoring and reporting on risk management arrangements to the Board of Management Audit 

Committee; 

4. Continue to integrate risk management into the culture of the College and to raise awareness of 

need to manage risk effectively throughout the College; 

5. Comply with Corporate Governance and integrate effective processes to allow the Board to 

approve the annual Accountability Report including the section on Risk Management and Internal 

Controls. 

2.3 Definitions 

The following represents the meaning of terminology that is used throughout the Strategy document. 

 Risk:  An uncertain event, which, should it occur, will have an effect on the achievement of 

objectives. Risks may have a negative effect, in which case they are recorded as threats, or a 

positive effect, denoted as opportunities. 

 Issue: A certain event which is known and will impact upon the achievement of the College’s 

objectives. 

 Risk Appetite: The level of risk which is deemed acceptable to the organisation in the pursuit of its 

objectives. 

 Risk Exposure: The calculated level of risk which the organisation is exposed to in pursuit of its 

objectives. 

2 Risk Management Overview 
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2.4 Roles and Responsibilities 

To be effective, the risk process is recognised as the responsibility of all WCS employees and will 

integrate with the College operating requirements. 

Owner Role 

Board of Management 

- Has a fundamental role to play in the 
management of risk. 

- Provide authority and responsibility for 
the establishment, maintenance, 
support and evaluation of the Risk 
Management Strategy 

- Set the tone and promote a positive 
risk culture within the College 

- Delegate the overall implementation of 
risk management to the SMT 

- Have knowledge of the significant risks 
facing the College 

Audit Committee 

- Has a fundamental role to play in the 
review and management of risk. 

- To ensure compliance with corporate 
governance requirements 

- To review the Strategic Risk Register 
and approve for presentation to the 
Board 

- To review internal processes and 
systems and work closely with internal 
and external auditors to obtain reports 
on these 

Senior Management Team (SMT) 

- Support and implement policies 
approved by the Board of 
Management. 

- The Senior Management Team consists 
of the Principal, Vice Principals, 
Assistant Principals and Directors. 

- Implementation of Risk Management 
Strategy 

- Overall co-ordination of risk 
management 

- Promotion of a holistic approach to risk 
management 

- To review the probability and impact 
assessments of risks on a regular basis 

- Ensure appropriate levels of awareness 
throughout the College 

College Management Teams 

- Encouraging and embedding good risk 
management practice within their area 
of activity. 

- The College Management Team 
consists of all those managers who are 
directly line managed by SMT. 

- Co-ordinating and ensuring that the 
operational objectives are 
implemented in line with the Risk 
Management Strategy 

- Have an awareness and understanding 
of risks which fall into their area of 
responsibility, the impacts these may 
have, and monitor outcomes against 
the risks identified ensuring that 
response plans detail corrective action 
to minimise risk 

- Report any new risks identified or 
failures of existing control measures to 
SMT 

- Report on current ‘active’ risks 
highlighting mitigating actions and 
effect towards risk reduction 
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Owner Role 

-  
College Staff 

- Encouraging and embedding good risk 
management practice within their area 
of activity 

- Understand their accountability for 
individual risks 

- Understand how they can enable 
continuous improvement of risk 
management and risk awareness 

- Report systematically and promptly to a 
member of the College Management 
Team or Senior Management Team any 
perceived new risks or failures of 
existing control measures 

Internal/External Audit 

- Ensuring the effectiveness of 
organisational and financial control 
systems, including monitoring 
performance against quality assurance 
standards. 

- To review risks and limitations of 
existing control measures  

- To review the adequacy of internal 
control systems designed to minimise 
risk 

- To make appropriate recommendations 
following on from any internal / 
external audit reports to the SMT, 
which will effectively improve systems 
of control 

  

2.5 Partnership and Projects 

For the College, it is important to ensure partnerships and projects are considered in a Risk 

Management context, as well as core services. Where the College is involved in Strategic Projects 

and Partnerships, it will look to develop joint Risk Management practices with relevant partners as 

required. 
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The overall responsibility for ensuring the College has effective Risk Management arrangements is 

with the Board of Management but this is implemented and co-ordinated by the College SMT. Risk 

Management at the College is closely aligned to Corporate Governance, Internal/External Audit, 

Business Continuity Management (BCM), Insurance, Health and Safety and Occupational Health and 

Safety arrangements. These different elements act as support mechanisms for the delivery of the 

Risk Management Strategy at the College. Internal and external audit also plays a key role in 

scrutinising the mitigations and controls implemented by the College. 

Figure 1 - WCS Risk Management Framework 

 

3.1 Code of Corporate Governance 

The Board of Management is ultimately responsible for the College’s system of internal control and for 

reviewing its effectiveness. Such a system is designed to manage rather than eliminate the risk of 

3 Risk Management Framework 

Corporate 

Governance 

Internal / 

External 

Audit 

Insurance 

BCM 

Health and 

Safety 

College 

decision 

making 
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failure to achieve business objectives and can only provide reasonable and not absolute assurance 

against material misstatement or loss. 

The Board of Management has delegated the day-to-day responsibility to the Principal, as Chief 

Executive, for maintaining a sound system of internal control that supports the achievement of the 

College’s policies, aims and objectives, whilst safeguarding the public funds and asset. 

3.2 Internal / External Audit 

Internal Audit will assess the effectiveness of the College’s internal controls and review Risk 

Management as part of the Corporate Governance arrangements. Internal Audit will use the 

information on the Strategic Risk Register to inform their annual Audit Plan. 

External Audit will annually undertake an overall review of the corporate governance arrangements 

and processes of internal control in place at the College. Based on their audit work and the findings 

made by the internal auditors they will form an opinion on adequacy of the systems in place to comply 

with corporate governance requirements. 

3.3 Insurance 

Insurance is one method the College uses to transfer risk. The implementation of an effective Risk 

Management Strategy will have an impact upon the premiums paid by the College. The prevalence of 

insurance claims will need to be monitored as these will have a bearing on the Strategic Risk 

Register. 

3.4 Business Continuity Management (BCM) 

Business Continuity underpins Risk Management and is concerned with how the College can 

overcome disruption in the event of an adverse incident or situation and continue to deliver key 

services at an agreed, pre-determined level. It is the low probability/high impact risks that if they 

occurred could result in the failure of key services or systems. 

3.5 Health and Safety 

There are clear and well established links between the College Health and Safety and Risk 

Management. The College is committed to achieving best practice in health and safety management 

and is fully committed to controlling risk and preventing harm to people. 

The College will use the guidance in Managing for Health and Safety (MFHS), which supports the 

model of managing health and safety with a ‘Plan, Do, Check and Act’ approach. This model helps to 

achieve a balance between the systems and behavioural aspects of management. 

The Board of Management has a primary objective to ensure health and safety is integrated into the 

College’s core business management activities and that suitably resourced Health and Safety 

Management Systems are implemented which are also influenced by Risk Management. 
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3.6 Risk Implications – Decision Making Process 

Effective Risk Management is crucial to the achievement of the College’s Vision and the success of 

the strategic operation and provision of College services. It is important to recognise that there are 

risks associated with decisions taken in respect of the delivery of College business. 

The nature, severity and likelihood of these risks will vary depending on a wide range of 

circumstances or potential outcomes. 
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Risk Management is a cyclical process – new risks emerging while old risks become obsolete. Below 

are listed the steps in the Risk Management process. 

4.1 Risk Tolerance 

The Risk Management Strategy is objective driven. The College’s Strategic Priorities within the 

Corporate Plan are used as the basis for developing the Strategic Risk Register. The first step in the 

risk management cycle is to establish the tolerance level that the Board of Management is willing to 

accept. It may require to be expressed as more than one threshold depending on strategic priorities 

and objectives e.g. separately in respect of financial or reputational outcomes as well as for both the 

delivery of projects and “business as usual” activities. 

4.2 Risk Categorisation  

Risks shall be categorised to enable identification of risk trends and gap analysis. Risk will be 

categorised according to: 

Figure 2 – West College Scotland Risk Categories 
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4.3 Risk Identification 

Risk identification is focussed on the key risks against the achievement of College Strategic Priorities. 

The risk categories, as per figure 2, ensure a holistic approach to risk identification is taken. However, 

this list is not exhaustive and acts as a prompt only. Not all risks will apply to each category and some 

may apply to more than one.  

During risk identification, it is helpful to consider the drivers for each risk, causes of the risk, and 

potential negative (or positive if an opportunity) outcome should the risk arise.  

Risks identified within Committee and other meetings; the operational planning cycle; dedicated risk 

workshops and other reviews will be recorded in such a manner as to allow easy identification and 

understanding of the risk. Each Risk Description will contain information on the three composite parts 

of a risk; the cause, the risk event and the impact on the College Strategic Priorities:  

‘As a result of <cause/statement of fact>, there is a risk that <uncertain event> may occur, which 

would result in <an effect on Strategic Priorities>.’ 

4.4 Risk Assessment 

Risk Assessment will be undertaken in the first instance to prioritise risks (risk evaluation) using a 

standard 6 by 4 semi-quantitative scale (shown in Figure 3.0) for risk probability and impact.  

This use of a standard scoring threshold promotes consistency in risk assessment. 

Figure 3 - Risk Scoring Thresholds 

 

When assessing impact, it is important that a holistic analysis of the categories of risk be considered, 

in terms of how the issue would impact on the College (a partnership, a particular service or a specific 

project). The agreed approach to the assessment of risk at the College is undertaken on the basis of 

existing control measures. 

When assessing probability, a consideration of historical information, external drivers, trends and 

statistics can be useful in determining an appropriate level.  

Risks identified within the Strategic and Operational Risk Register will be plotted on a probability 

impact grid, as shown in figure 4.0 below, to provide a pictorial representation of risk exposure. Risks 

which fall into the upper boundary (Red RAG status) will be considered as critical for management 

Probability Score Impact Score 

Almost Certain 6 Catastrophic 4 

Very Likely 5 Critical 3 

Likely 4 Marginal 2 

Possible 3 Negligible 1 

Very Unlikely 2   

Remote Chance 1   
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attention and as greater than the acceptable risk appetite. Efforts will be made to reduce risk 

exposure below the upper boundary. 

Figure 4 - Risk Probability Impact Grid 

Risks with low probability but high impact scores will be elevated for attention of the Board. Risk 

response plans will be developed which seek to reduce the potential impact of the risk. 

4.5 Risk Owner 

A risk owner is a member of the Senior Management Team that has been given the responsibility and 

authority to manage a particular risk/set of risks and is accountable for doing so. 

4.6 Risk Mitigation 

Risk mitigation is concerned with taking action to reduce the likelihood and / or severity of the risk. 

Each risk shall have a number of mitigations which where appropriate will be backed up by control 

plan. Control strategies / plans may align with the categories below: 

Figure 5 – Risk Mitigation Measures 

Risk Response Commentary 

Tolerate The exposure may be tolerable without any further action being taken. It 
may be supplemented by contingency planning for handling the impacts 
that will arise if the risk is realised 

Transfer Transfers the risk to a third party. Be aware that the entirety of a risk is 
practically impossible to transfer 

Terminate Some risks are only treatable by terminating an activity. Alternative plans 
and/or processes will require developing 

Treat Action is taken to constrain the risk to an acceptable level. This includes 
reducing the probability of occurrence and/or the impact of the risk 

Take Implement actions to exploit the identified opportunity 
 

Each action will have recorded against it a named owner for delivery of the risk response / mitigating 

action. Those with responsibility for the Risk Management Strategy, whether at partnership, strategic, 

directorate or project level must be satisfied that all controls are working effectively and can be 

evidenced for audit or scrutiny purposes. 

Probability Impact Score Grid

Almost Certain 6 6 12 18 24

Very Likely 5 5 10 15 20

Likely 4 4 8 12 16

Possible 3 3 6 9 12

Very Unlikely 2 2 4 6 8

Remote Chance 1 1 2 3 4

1 2 3 4

Negligible Marginal Critical Catasrophic
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4.7 Risk Monitoring and Reporting 

Successful implementation of the Risk Management Strategy rests upon the creation and 

development of an adequate monitoring framework and reporting structure. 

It is important to assess the effectiveness of any control measures which have been implemented and 

these must be monitored and reviewed on a regular basis. It is also necessary to assess whether the 

nature of risk has changed over time.  

At strategic and operational levels, the College approach is focussed on embedding a formal reporting 

structure for Risk Management which is outlined below. 

It is the responsibility of the SMT to highlight risks within their Directorates that are considered to have 

strategic significance. The College reporting framework is outlined below: 
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Risk reporting is used to communicate risk across the College. Through Strategic Risk reviews, SMT 

members are likely to be requested to ‘manage’ those risks at Directorate or operational level that are 

not considered to be strategic in nature. This will ensure a steady flow of information and the 

management of risk at the correct level.  

This approach will also ensure that Board members and appropriate levels of staff are made aware of 

the risks incurred through service provision and the achievement of objectives. Through this 

framework, ownership of risk will retained at the appropriate level to best manage the risk 

successfully. 

4.8 Risk Management Strategy Review 

The effectiveness of the Strategy and information within the College Strategic and Operational Risk 

Registers will be monitored and reported as outlined above.  
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Appendix 1: Categories of Risk 

Category Description of Risk 

Political  Those affecting the College Strategic Priorities normally at a national political 
level. 
 

Competitive 
Environment 
 

Those affecting the competitiveness of the service (in terms of cost of quality) 
and / or its ability to deliver Best Value. 

Finance 
 
 

Those related to financial planning and control and the adequacy of 
insurance cover. 

Staffing / HR 
 

Those affecting the recruitment, retention and morale of staff. 

Students / 
Customers 
 

Those affecting the recruitment, retention and morale of students and 
attracting customers / partners to the College. 

Reputational  / 
External  

Those affecting the reputation of the College and/or external partnerships / 
projects / community in which the College is involved. 
 

ICT 
 

Those affecting the College’s ICT / communication systems which could have 
a negative effect on reputation / priorities. 
 

Physical Assets Those negatively affecting the assets of the College causing loss / damage. 
 

Learning and 
Teaching 
 

Those affecting the successful delivery of the College’s curriculum. 

Governance 
 
 

Those that impose requirements on the College which could affect priorities / 
funding / reputation. 
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Appendix C – Risk Appetite Statement 

The College’s approach is to minimise its exposure to Finance, Political and Governance risks, whilst 

accepting and encouraging an increased degree of risk in pursuit of its mission and objectives. It 

recognises that its appetite for risk varies according to the activity undertaken, and that its 

acceptance of risk is subject always to ensuring that potential benefits and risks are fully understood 

before developments are authorised, and that sensible measures to mitigate risk are established. 

The College’s appetite for risk across its activities is provided in the following statements and is 

illustrated diagrammatically: 

Appetite Risk Category 

Averse  

Minimalist Finance 

Cautious Political 

Governance 

Open Competitive Environment  

Staffing and HR 

Student 

Reputational / External 

Infrastructure 

Learning and Teaching 

Hungry Digital 

 

(3) Finance 

The College aims to maintain its long-term financial viability and its overall financial strength. Whilst 

targets for financial achievement will be challenging the College has a minimalist appetite for risk 

that puts in peril the long-term sustainability of the College. 

(1) Political 

The College aims to make a significant, sustainable, and socially responsible contribution to the West 

of Scotland and to Scotland through education, knowledge exchange and operational activities. It 

recognises that this should involve a cautious approach to political risk and is comfortable in 

accepting this risk subject always to ensuring that potential benefits and risks are fully understood 

before developments are authorised and that sensible measures to mitigate risk are established. 

(10) Governance  

The College places great importance on governance, and has no appetite for any breaches in statute, 

regulation, professional standards, bribery or fraud. It wishes to maintain accreditations related to 

courses or standards of operation and has cautious appetite for risk relating to actions that may put 

accreditations in jeopardy. 
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The above statements take priority over the statements of areas of risk appetite below. 

(2) Competitive Environment 

The College wishes to be amongst the leaders in transforming knowledge, ideas, skills and expertise 

into teaching, innovation and enterprise, thereby enriching our stakeholders and wider society. It 

recognises that developing this may involve an increased degree of risk and is comfortable in 

accepting this risk subject always to ensuring that potential benefits and risks are fully understood 

before developments are authorised and that sensible measures to mitigate risk are established. 

(4) Staffing and HR  

The College aims to value, support, develop and utilise the full potential of our staff to make the 

College a stimulating and safe place to work. It places importance on a culture of equality and 

diversity, dignity and respect, collegiality, annual reviews, the development of staff, and the health 

and safety of staff, students and visitors. It recognises that in fulfilling the potential of the College 

staff, this may involve an increased degree of risk and is comfortable in accepting this risk subject 

always to ensuring that potential benefits and risks are fully understood before any deviation from 

its standards in these areas are authorised and that sensible measures to mitigate risk are 

established. 

(5) Student 

The College aims to ensure that we recruit the correct student onto the correct course, retain those 

students and ensure that they have a productive time at College. It recognises that in order to 

compete with other institutions that it must accept an increased degree of risk in order to attract 

and retain those students. It is comfortable in accepting this risk subject to a) limitations imposed by 

ethical considerations, and b) ensuring that potential benefits and risks are fully understood before 

developments are authorised and that sensible measures to mitigate risk are established. 

(6) Reputational / External 

It is regarded as critical that the College preserves its high reputation whilst at the same time it is 

open to exploring new / innovative external partnerships. The College has an open appetite for risk 

in the conduct of any of its activities that puts its reputation in jeopardy, could lead to undue 

adverse publicity, or could lead to loss of confidence by the political establishment and funders of its 

activities. 

(8) Infrastructure (including estate projects, IT and equipment) 

Major change activities are required periodically to develop the College, and to adapt to changes in 

the regulatory and technological environment and in the nature and conduct of the College’s 

activities. The College expects such changes to be managed according to best practice in project and 

change management but given the operating environment in which it operates has open appetite 

for investment in this area where the benefits can be shown to outweigh the costs. 

(9) Learning and Teaching  

The College wishes to stimulate students to develop a wish to engage in lifelong learning, encourage 

an independent attitude and an aspiration to achieve success. It recognises that this should involve 

an increased degree of risk in developing education and the student experience and is comfortable 

in accepting this risk subject always to ensuring that potential benefits and risks are fully understood 

before developments are authorised and that sensible measures to mitigate risk are established. 
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(7) Digital 

The College wishes to be at the leading edge in the digital arena and wishes to grow its digital 

ambitions. It recognises that that this will involve an increased degree of risk in developing digital 

solutions and is comfortable in accepting this risk subject to a) limitations imposed by financial 

considerations, and b) ensuring that potential benefits and risks are fully understood before 

developments are authorised and that sensible measures to mitigate risk are established. 
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Strategic Risk Register Dashboard Report

Risk register review period: January 2020

Board / Committee review period: February 2020

Ref Risk
Movement since 

previous register
Probability Impact

Score

Feb 20

Score

Feb 19

WCS 1  Finance

Inability to clearly forecast the volatility and impact 

of SFC funding and funding methodology changes in 

relation to core-grant-in-aid, credit activity model; 

reduction in European funding; student support 

funding and estates maintenance.

↔ 6 4 24 16

WCS 3  Infrastructure

Failure to deliver Estate Strategy objectives due to 

business cases for development of estate being 

delayed, with this having a resultant negative 

impact on the ability of the College to recruit 

students, retain staff and address legislative 

requirements

↔ 5 4 20 9

WCS 2  Infrastructure

Failure to secure adequate estates maintenance / 

capital funding for future investment or 

refurbishment of IT and physical infrastructure.

↔ 4 4 16 16

WCS 16  Governance

Failure to prepare for the anticipated impact upon 

the College of Brexit including loss of European 

funding, loss of students / staff and access to 

exchange programme funding.

↔ 5 3 15 10

WCS 4  Learning and Teaching

Failure to deliver SFC Regional Outcome Agreement 

targets at a time of limited resource results in 

future credit and/or funding adjustments. 

↔ 4 3 12 12

Top 5 Risks Post Mitigation

The most significant risk faced by the College continues to be the volatility of SFC funding.

Continued delays to the business cases for the development of the College estate has moved up the risk register based on the latest 

developments in Renfrewshire and Inverclyde. This risk is closely linked to the next highest risk which is the failure to secure adequate 

maintenance funding.

The impact of the UK exit from Europe contiues to be a signifiacnt risk faced by the College as the level of uncertainty continues.
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Risk No.
Risk Reference 

/ Category

Strategic 

Objective
Risk Risk Probability Risk Impact Risk Score Risk Probability Risk Impact Risk Score Previous Score

1) Detail of 2019-20 final SFC funding confirmed and shows a level of core funding 

which is not greater than in 2018-19; a change in the estates funding methodology 

which will impact upon College operations; and  no specific funding in order to 

meet the cost of any annual pay increases.  The College will continue to face a 

number of financial challenges arising from this settlement during 2019-20 and 

beyond..

2)  2019-20 budget approved by College Board in conjunction with 5 year future 

financial scenario planning and detailed assumptions.

3) Transformation Plan submitted to SFC in order to address future financial 

challenges.  The College continues to engage with the SFC on the final agreement 

and implementation of the plan including review of curriculum delivery in 

Renfrewshire.

4) Robust financial forecasting including production and review of monthly 

management accounts.

5) Estates Strategy including objective to improve / rationalise the College estate 

utilising estate maintenance funding.

6) Financial modelling of next 5 years undertaken based upon SFC FFR assumptions. 

Allows the College to identify funding gap and to continue to take necessary steps 

to address the gap.

7) Commercial Development and Credits Group reporting to Corporate 

Development Committee with focus on maintaining and growing income including 

ESF activity.

8) Robust monitoring of current and future curriculum delivery plans (CMAP) 

including staffing requirements.

9) Active College representation and involvement in external SFC review groups - 

funding methodology, CDN Finance network; credit review; access and inclusion; 

rural and remoteness premium and student funding.

1) The College continues to engage with SFC, SFT, local councils and other key 

stakeholders re investment and in relation to implementation of national estate 

condition survey review and future direction of travel.

2) Approved Estate Strategy and annual implementation updates highlight required 

estate investment for consideration by SFC and Scottish Government.                                                                                                        

3)  Draft Outline Business Case  for Paisley estate submitted to the SFC. Response 

received from SFC in regard to Paisley OBC and the College is currently engaging 

with partners in relation to the collaborative aspects of any proposals.                                                                                                              

4) Outline Business Case for Greenock updated and submitted to the SFC in 

December 2018 following Board of Management approval. SFC have confirmed 

receipt and willingness to work with College to take forward OBC.

5) Inverclyde local development plan now finalised leading to potential restrictions 

on future College developments on preferred site. College continues to engage 

with partners to find suitable way forward. 

6) Ongoing prioritisation of College estates funding in a way which links to priority 

projects, with update reports being provided to each meeting of the Board of 

Management Estates Committee.

7) Ongoing involvement  in sector/SFC capital working group enables WCS input to 

ongoing discussions in relation to SFC estates maintenance allocation methodology 

and capital allocations.

8) Ongoing engagement with SFC

 WEST COLLEGE SCOTLAND STRATEGIC RISK REGISTER

Assessment pre mitigation

Mitigating Controls

and 

Actions

Executive Responsible
Movement since last 

review

Assessment post mitigation

1

WCS 1

Finance

1.1

1.3

3.1

3.4

6 4246 4

Inability to clearly forecast the volatility and impact of SFC funding and 

funding methodology changes in relation to core-grant-in-aid, credit 

activity model; reduction in European funding; student support funding 

and estates maintenance.

24 24 ↔
VP Operations / VP 

Educational 

Leadership

24 20 20 ↔ VP Operations

1.2

3.1

3.3

3.4

WCS 3

Infrastructure

2 5 446

Failure to deliver Estate Strategy objectives due to business cases for 

development of estate being delayed, with this having a resultant 

negative impact on the ability of the College to recruit students, retain 

staff and address legislative requirements
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Risk No.
Risk Reference 

/ Category

Strategic 

Objective
Risk Risk Probability Risk Impact Risk Score Risk Probability Risk Impact Risk Score Previous Score

Assessment pre mitigation

Mitigating Controls

and 

Actions

Executive Responsible
Movement since last 

review

Assessment post mitigation

1

WCS 1

Finance

1.1

1.3

3.1

3.4

6 4246 4

Inability to clearly forecast the volatility and impact of SFC funding and 

funding methodology changes in relation to core-grant-in-aid, credit 

activity model; reduction in European funding; student support funding 

and estates maintenance.

24 24 ↔
VP Operations / VP 

Educational 

Leadership

1) College Estate Strategy submitted to SFC, reviewed by internal audit and subject 

to annual review on implementation and progress by Board of Management 

Estates Committee.

2) 2019-20 SFC funding for estates has seen a reduction in lifecycle maintenance 

and priority maintenance funding. The continued reduction in lifecycle 

maintenance does present an operational challenge. There is also a need to 

understand the basis of estates maintenance funding allocation beyond 2019-20.

3) WCS participation in SFC/sector Capital Working Group and wider consultation 

exercises where possible.

4) Outline Business Case for Greenock updated and submitted to the SFC in 

December 2018 following Board of Management approval. SFC have confirmed 

receipt and willingness to work with College to take forward OBC. College currently 

undertaking curriculum horizon scanning exercise in responding to SFC information 

request in relation to Greenock OBC.  Implications of published Inverclyde local 

development plan being actioned and College is engaging with partners in relation 

to this. 

5) Outline Business Case for Paisley submitted to the SFC in October 2017  and 

feedback received from the SFC. Discussion with partner organisations remains 

ongoing in relation to the collaborative aspects of the proposals, and an updated 

OBC for Paisley will require to be submitted to SFC once these have been 

concluded. 

6) The College has updated the estate condition work undertaken in 2015. This 

provides robust data showing the level of investment required as at 2019 in order 

to get the College estate up to Conditon B and maintani this..

1) College has considered  possible impacts of Brexit on operations and continues 

to keep this under review. Output has been discussed at senior management level 

and with relevant Board Committees. It is anticipated there may be an  impact on 

EU funded programmes (such as Modern and Foundation Apprentices).

2)  The College is a member of a sector working group on Brexit allowing access to 

latest intelligence specific to the College sector.

3) Close liaison with SFC on future funding arrangements post 2021 when current 

ESF funding is due to end.

1) Positive engagement with SFC in relation to ROA development and monitoring 

for current and future years.  Internal audit of ROA process indicated robust 

planning arrangements in place regarding development of ROA.

2) Effective internal monitoring and reporting procedures in place, including 

operational planning process, and monitoring through the Board of Management 

and all Committees.

3) Good working relationships with local authorities and schools in order to access 

attainment funding in support of College activities in this area.

4) Detailed curriculum development planning and review process which has been 

subject to positive review by internal audit.

5) Blended approach to delivery of teaching and learning including online learning 

allowing College to address changes in recruitment and delivery.

6) Curriculum offering is reviewed to ensure employer and student needs are met 

and appropriate courses delivered.

7)  The Board of Management to consider the College ROA during February 2020 

meeting. The draft ROA will then be submitted to the SFC for initial consideration.

↔ Principal

1.1

1.2

2.3

4.1

16

WCS 2

Infrastructure

3 VP Operations5
Failure to secure adequate estates maintenance / capital funding for 

future investment or refurbishment of IT and physical infrastructure.
4 20 4 4 16 ↔

12 12 ↔ Principal

4

WCS 16

Governance

1.3

2.2

3.1

3.4

Failure to prepare for the anticipated impact upon the College of Brexit 

including loss of European funding, loss of students / staff and access to 

exchange programme funding.

5 3 15

5

WCS 4

Learning and 

Teaching

1.2

2.1

3.2

3.4

Failure to deliver SFC Regional Outcome Agreement targets at a time of 

limited resource results in future credit and/or funding adjustments. 
5 4 20 4 3

5 3 15 15
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Risk No.
Risk Reference 

/ Category

Strategic 

Objective
Risk Risk Probability Risk Impact Risk Score Risk Probability Risk Impact Risk Score Previous Score

Assessment pre mitigation

Mitigating Controls

and 

Actions

Executive Responsible
Movement since last 

review

Assessment post mitigation

1

WCS 1

Finance

1.1

1.3

3.1

3.4

6 4246 4

Inability to clearly forecast the volatility and impact of SFC funding and 

funding methodology changes in relation to core-grant-in-aid, credit 

activity model; reduction in European funding; student support funding 

and estates maintenance.

24 24 ↔
VP Operations / VP 

Educational 

Leadership

1) WCS representation and involvement in national college Employers Association 

and national joint negotiating committee (NJNC).

2) Financial impact assessment / planning scenarios on the impacts of National 

Bargaining ongoing.  National Bargaining funding distribution for 2019-20  agreed 

with Colleges Scotland and the Scottish Funding Council.      

3) Business Continuity Planning considers impact of industrial action, with specific 

plans in place.   

4) Local trade union consultation and negotiating committees for support and 

teaching staff continuing to meet on an ongoing basis in order to maintain positive 

College industrial relations.

5) Robust college sector and WCS communications plan including liaison with 

Student Association on impact on students.

6) Local workforce planning arrangements subject to positive internal audit review 

(June 2018). Workforce planning being carried out at departmental level based on 

agreed template

7) Support and teaching staff pay award until September 2020 in place.

1) IT Strategy, Policies / Procedures and system access processes in place. The 

Finance and General Purposes Committee review progress achieved in delivering 

the IT Strategy on an annual basis and are satisfied with progress given the level of 

resource available to the College - although recognise that the College digital 

ambitions are being constrained by the level of SFC funding.  Strategic dialogue 

with Colleges Scotland and the SFC is ongoing in an effort to secure the required 

level of funding in order to deliver College digital ambitions.

2) Staff and student feedback and evaluation procedures in place.

3) IT Contingency Plan in place with regular review.

4) College has renewed its Cyber Essentials Plus accreditation as required. Work 

commencing on updating the Scottish Government Cyber Resiliance Framework.

5) College Digital Strategy which sets out digital ambitions for the College, 

presented and approved by the Board of Management.

6) Discussions remain ongoing with the SFC on IT condition survey and College 

offered to be model for future sector wide survey. 

7) College HR department providing support  to staff undertaking national support 

staff job evaluation.

1) Transformation Plan has been developed by the College and discussed in detail 

with the SFC.

2) Board of Management have approved the Plan and financial objectives are 

monitored through the F&GP Committee. Board of Management monitor overall 

plan achievement.

3) Projects have been initiated in line with the plan and are directed by a specific 

member of SMT. 

4) Detailed delivery plan has been created to allow milestones to be set and 

monitoring to take place.                                

5) College has a plan in place to meet financial objectives during 2019-20.  However 

future years remain challenging and the plan will require to be further 

reviewed/updated. SFC indicative funding figures have been published and have 

crystallised the financial challenges faced by the College. No guidance on future 

years.

12 ↔ VP Operations

8

WCS 15

Governance

1.1

2.1

3.4

4.3

Failure to deliver the financial and/or non-financial objectives outlined 

in the College Transformation Plan "Future Proofing Our College".
4 4 16 3 4 12 12 ↔ Principal

4 16 4 3 127

WCS 6

Digital

1.1

2.1

3.3

4.2

Failure to maintain or acquire and use IT systems and infrastructure to 

support the digital ambitions of the College.
4

12 12 ↔ Principal6

WCS 5

Staffing and HR

1.1

1.2

1.3

3.4

Impact and outcome of National Pay Bargaining for both teaching and 

support staff.
6 3 18 6 2
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Risk No.
Risk Reference 

/ Category

Strategic 

Objective
Risk Risk Probability Risk Impact Risk Score Risk Probability Risk Impact Risk Score Previous Score

Assessment pre mitigation

Mitigating Controls

and 

Actions

Executive Responsible
Movement since last 

review

Assessment post mitigation

1

WCS 1

Finance

1.1

1.3

3.1

3.4

6 4246 4

Inability to clearly forecast the volatility and impact of SFC funding and 

funding methodology changes in relation to core-grant-in-aid, credit 

activity model; reduction in European funding; student support funding 

and estates maintenance.

24 24 ↔
VP Operations / VP 

Educational 

Leadership

1) Approved Workforce Plan in place to address Audit Scotland recommendations 

and implementation reviewed by the Board CDC and HR Committee.  

2) Internal audit on internal communications reported that that the College had 

effective internal communication channels to staff and students

3) Clear procedures for communication and engagement with Trade Unions and 

College staff.

4) Staff engagement sessions and staff surveys undertaken on regular basis 

allowing matters to be raised and issues to be addressed early.

5) Local trade union consultation and negotiation committees in place for teaching 

and support staff.

6) College is supportive of staff involvement in national job evaluation scheme and 

has open dialogue with Unions as to how staff can be supported. 

1) Alternative Income Strategy currently under development in response to 

requirements of College Transformation Plan objectives. Strategy will be subject to 

review by Corporate Development Committee.

2) Annual financial budget agreed and monitored by the Corporate Development 

Committee.

3) Strong partnerships with local employers and stakeholders.

4) Operation planning process used to identify potential opportunities for income 

growth.

5) Adaption of course portfolio to meet student / employer needs.

6) Financial strategy and planning in place to address resource needs and redirect 

as required.

6) Review of resources required within Curriculum Development Planning 

procedure.

7) Commercial Development Group meets bi-monthly to review and address 

challenges of delivering alternative income.

1) Business Continuity webpage created to inform all staff and stakeholders of 

College approach to business continuity planning.

2) Business Continuity Plan available to relevant staff on OneDrive along with 

associated documents to assist  during any incident (including creation of "battle 

boxes").

3) College has achieved Cyber Essentials Plus accreditation and has in place IT 

recovery plans as part of overall business continuity planning process.

4) Training and scenario planning sessions undertaken on a quarterly basis with 

involvement from both teaching and support staff. Externally facilitates and lessons 

learned shared with staff. 

5) Adequate insurance cover to assist in recovery after an incident.

6) Risk assessment process well embedded at strategic level now being further 

embedded at operational level.

1) College Workforce Plan and associated reporting requirements approved by the 

Board of Management. 

2) Detailed teaching resource planning through use of curriculum mapping tool 

(CMAP).

3) Resourcing of support staff structures reviewed on an ongoing basis by Executive 

Management Team to ensure alignment with operational and strategic priorities.

4) Itrent HR and payroll software developed to provide staff data and reports 

including an establishment report.

5) Professional Development Policies are aligned to strategic priorities.

6) Roll out of College CPD review process is ongoing and supports succession 

planning, leadership development and assists in mitigating the impact of the loss of 

key staff.

7) Internal audit reviewed workforce planning as part of 2018-19 audit plan. All 

recommendations made by internal auditors fulfilled and OD&HR Committee 

updated on progress.

8) Initial results from staff skills survey being used to allow the College to identify 

and address future skills gaps.

9 ↔ VP Operations

Failure to embed Workforce Plan resulting in lack of appropriate 

resources and skills being developed to achieve College strategic 

objectives and outcomes 

12

WCS 10

Staffing and HR

1.3

2.3
4 3 12 3 2 6 6 ↔ Principal

4 12 3 3 9
Inadequate business continuity / cyber resilience planning leading to 

material interruptions to service delivery.
11

WCS 7

Reputational / 

External

1.2

3.4
3

9 ↔ Principal

10

WCS 11

Competitive 

Environment

1.1

2.3

3.1

3.2

Ability to generate consistent levels of alternative income or to grow 

alternative income streams.
4 3 12 3 3 9 6 ↔

VP Educational 

Leadership

3 12 3 3 99

WCS 9

Staffing and HR

1.2

1.3

3.4

Inability to maintain positive staff relations 4
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Risk No.
Risk Reference 

/ Category

Strategic 

Objective
Risk Risk Probability Risk Impact Risk Score Risk Probability Risk Impact Risk Score Previous Score

Assessment pre mitigation

Mitigating Controls

and 

Actions

Executive Responsible
Movement since last 

review

Assessment post mitigation

1

WCS 1

Finance

1.1

1.3

3.1

3.4

6 4246 4

Inability to clearly forecast the volatility and impact of SFC funding and 

funding methodology changes in relation to core-grant-in-aid, credit 

activity model; reduction in European funding; student support funding 

and estates maintenance.

24 24 ↔
VP Operations / VP 

Educational 

Leadership

1) Data Protection Officer (DPO) appointed in compliance with legislative 

requirement. DPO is part of shared services agreement allowing the College to 

work collaboratively with other institutions.

2) DPO is undertaking review of departmental compliance with data legislation and 

addressing issues as required. Reports provided to working group on progress and 

issues identified / rectified.

3) College has a working group covering GDPR and data management issues with 

involvement from senior staff. The Group has oversight of the information risk 

assessment process.

4) Data Protection concepts and principles embedded within the operations of the 

College.

1) Detailed resource planning involving all relevant parties at stage to address any 

issues in advance of project start date.

2) Staff resource increased during 2018-19 to address the significant increase in 

level of expenditure and complexity of projects being undertaken.

3) Well embedded project / estate team with knowledge base that allows issues to 

be identified and addressed.

4) use of external professional advisors to provide oversight and critical review of 

proposed activities / plans.

6 ↔ Principal

14

WCS 14

Learning and 

Teaching

1.2

3.4

Normal business activities are unduly affected due to the complexity of 

sequencing estates investment works
4 2 8 3 2 6 6 ↔ VP Operations

3 9 3 2 6

Inability to ensure a holistic response to data and information 

governance, including compliance with the General Data Protection 

Regulations (GDPR).

13

WCS 13

Governance

3.4

4.1
3



Corporate Strategy 2019-2025

1.1 Developing Bespoke solutions, Fast

1.2 Raising Aspirations and Enabling Students to achieve outcomes

1.3 Recruiting and Retaining Talented People

2.1 Creating Learning Pathways

2.2 Immersive Partnerships

2.3 Delivering Inclusive Growth

3.1 Developing new income opportunities

3.2 Developing the Market

3.3 Utilising Specialist Capabilities

3.4 Managing for Resilience

4.1 Using Data

4.2 Inspirational Learning

4.3 Developing the skills base

Priorities Objectives

(3) Agile and Adaptive

(4) Digital

We will deliver the skills solutions that 

employers are looking for and the 

learning outcomes that students want, 

We will build the immersive 

relationships and make the 

connections that enhance value for 

We will develop the capability to 

respond to shifts in demand and seize 

new opportunities quickly’ putting in 

place specialist delivery capabilities.

We will ensure that the College has 

the digital capacity and capabilities to 

deliver in a modern economy.

(1) Personalisation

(2) Collaboration



Tolerance Matrix and Scoring Grid

Probability Score Impact Score

Almost Certain 6 Catastrophic 4

Very Likely 5 Critical 3

Likely 4 Marginal 2

Possible 3 Negligible 1

Very Unlikely 2

Remote Chance 1

Risk Score - Direction of Travel 

↔ Post mitigation risk score after review has remained static compared to the last time the register was reviewed.

↑ Post mitigation risk score after review has increased compared to the last time the register was reviewed.

↓ Post mitigation risk score after review has reduced compared to the last time the register was reviewed.
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TITLE: PUBLIC SECTOR ACTION PLAN ON CYBER RESILIENCE 

Background: The remit of the Audit Committee includes the following: 

To advise the Board on its compliance with corporate governance 
requirements and good practice guidance, and in particular its 
compliance with the Financial Memorandum with SFC, the SPFM and the 
Code of Good Governance for Scotland’s Colleges 

 
This report provides the Audit Committee with information on the Cyber 
Resilience Framework, Supply Chain Cyber Security Guidance, and the 
College’s planning for responding to these publications. As the report 
notes the requirements of the Cyber Reliance Framework will likely be 
incorporated into the Scottish Public Finance Manual during 2020.  
 

The Finance and General Purposes Committee has been provided with 
regular updates on the College’s response to the Scottish Government’s 
Public Sector Action Plan on Cyber Resilience since March 2018. This has 
included papers providing an update on the development of the Scottish 
Public Sector Cyber Resilience Framework.  The Finance and General 
Purposes will continue to have oversight of this area and receive further 
update reports on implementation within the College going forward. 
 
 Action: The Audit Committee is asked to note: 

 

• The implications for the College as outlined within the Cyber Resilience 

Framework and Supply Chain Cyber Security Guidance; and 

• The College’s planned response to the publications. 

Lead: David Alexander - Vice Principal Operations 

 

 

  

Status: Open 
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1.0 Introduction and Background  
 

1.1 On 8 November 2017 the Scottish Government issued the Public Sector Action Plan 

on Cyber Resilience [PSAP]. The plan placed several key actions on the College, 

including the achievement of Cyber Essential Plus accreditation during 2018. 

 

1.2 The College combined the PSAP key actions with recommendations received 

following an Internal Audit on IT Security into an internal Cyber Action Plan and 

progress on this Plan was reported to the Finance and General Purposes Committee 

at each meeting during 2018. 

 

1.3 Key Action 1 within the PSAP was for the Scottish Government to work with the 

National Cyber Resilience Leaders' Board, the National Cyber Security Centre, the 

Scottish Public Sector Cyber Catalysts and other key partners to develop a Cyber 

Resilience Framework for Scottish public bodies. The aim of the framework, with 

associated guidelines and requirements, was to help promote a common, effective, 

risk-based approach to cyber resilience across Scottish public bodies. The initial aim 

was to have this ready by the end of June 2018.   

 

1.4 The College was not tasked with responding to this key action and the document did 

not materialise during 2018 as originally outlined.     

 

2.0 Draft Cyber Resilience Framework 

 

2.1 On 21 March 2019 the Deputy First Minister wrote to all Scottish Public Sector organisations 

seeking their views on a draft Scottish Public Sector Cyber Resilience Framework and self-

assessment tool.  

 

2.2 Feedback was sought on the draft framework in the format of a formal questionnaire and 

the College submitted a response to meet the deadline of 12 April 2019. 

 

2.3 A paper was submitted to the Finance and General Purposes meeting in May 2019 regarding 

the draft Scottish Public Sector Cyber Resilience Framework. 
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3.0 Cyber Resilience Framework and Supply Chain Cyber Security Guidance 

 

3.1 On 20 January 2020 the Deputy First Minister wrote to all Scottish Public Sector 

organisations advising of the release of the Scottish Public Sector Cyber Resilience 

Framework and Supply Chain Cyber Security Guidance. The correspondence is enclosed 

with this report (Appendix A).  The published papers issued with this 20 January 2020 

correspondence consist of the following: 

 

a) Framework Document     284 Pages 

Consisting of 

• Introduction and how to use framework 23 Pages 

• The Framework     70 Pages 

• Standards Mapping Matrix   90 Pages 

• Individual Standards and Guidance  101 Pages 

b) Self-Assessment Tool     Spreadsheet 

c) Self-Assessment Tool User Guide   8 Pages 

d) Sector Supplier Cyber Security Guidance Note  30 Pages 

 

3.2 The approach is one whereby Scottish Government are seeking to draw upon nine 

existing Information and/or Cyber Security standards and frameworks and to map these 

into a single framework that will provide commonality in approach and standard for 

Cyber Resilience across the Scottish public sector. 

 

3.3 The nine security standards and frameworks that the Scottish Government are basing their 

Framework on are: 

• Cyber Essentials (CE) 

• National Cyber Security Centre “10 Steps” to Cyber Security 

• General Data Protection Regulation (GDPR) 

• Public Sector Network – IT Health Check (PSN-ITHC) 

• Payment Card Industry Data Security Standard (PCI-DSS) 

• Scottish Government Public Sector Action Plan (PSAP) 

• HM Government Security Policy Framework (HMG-SPF) 

• Network and Information Systems Regulations – Cyber Assurance Framework 

version 2 (NIS-CAF) 

• International Organization for Standardization ISO27001:2013 
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3.4 The key aims of the Framework are set out as being to: 

  

• Provide a common, effective way for Scottish public sector organisations to assess 

their cyber resilience arrangements, identify area of strength and weakness, gain 

reasonable confidence that they are adhering to minimum cyber resilience 

requirements, and take decisions on how/whether to achieve higher levels of cyber 

resilience on a risk-based and proportionate basis. 

 

• Align with key wider cyber-related requirements under the General Data Protection 

Regulation (GDPR), the Security of Network and Information Systems (NIS) Directive 

and other standards. 

 

• As far as possible, minimise any additional burdens on Scottish public sector 

organisations, including by making clear how the Framework relates to existing 

standards or requirements, and taking account of these when providing guidance on 

compliance. 

 

• Provide a clear basis for internal and external audit and inspection activity, promoting 

greater consistency in the areas and issues covered by audit and inspection bodies 

when assessing Scottish public sector organisations. 

 

• Help to provide clarity and assurance to individual organisations, Ministers, the 

Scottish Parliament and the public that appropriate levels of cyber resilience are in 

place across the Scottish public sector and its individual subsectors. 

 

3.5 The Framework itself consists of a series of requirements across different domains, 

security categories and sub-categories of control, against which an organisation is 

required to self-assess. Scoring is assigned against responses entered into the self-

assessment tool as per guidance provided 

 

3.6 The self-assessment tool is intended to help public sector organisations identify key 

areas of strength and areas for improvement in their current cyber resilience 

arrangements, communicate these to senior decision-makers, and take action to 

address them accordingly. The tool has been designed to produce a “dashboard” that 

can be shared with senior decision-makers, audit bodies, etc. to assist decision-making 

around cyber resilience issues. 

 

3.7 The self-assessment tool assesses progression along stages of Initial Baseline, Target 

and Advanced and includes functionality to start self-assessment from a position that 

recognises accreditation already held such as Cyber Essentials Plus. 
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3.8 The Supply Chain Cyber Security Guidance document deals specifically with the topic of 

supply chain cyber security, and forms part of the Scottish Public Sector Cyber 

Resilience Framework. 

 

4.0 Timeline, Initial Response, and Next Steps 

 

4.1 The Scottish Government’s proposed approach to implementation and reporting 

arrangements for the Framework are 

 

a) January 2020 to end June 2020: a “soft launch” period, allowing public sector 

organisations to familiarise themselves with the Framework 

 

b) July 2020 to 2021: full implementation, under which public sector organisations will 

be requested to report regularly (annually) on progress against the Framework. 

 

4.2 Requirements of the Framework will be included in the Scottish Public Finance Manual (this 

is expected to be from April 2020). 

 

4.3 The full version of the self-assessment tool will be launched during the full implementation 

phase, in order to help alleviate reporting burdens and support effective implementation. It 

is intended that future iterations of the tool will incorporate greater automation and 

burden-reduction measures. 

 

4.4 The College has brought together a group of key staff to build a plan of response to the 

Framework and has performed an initial review of the published documents. 

 

4.5 The College proposes to continue by identifying further staff as leads for the specific 

domains and security categories detailed in the Framework, and from there progress to an 

initial implementation of self-assessment. 

 

4.6 A further update will be provided on progress at the next meeting of the Committee. 
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5.0 Conclusion 

 

5.1 The Audit Committee is asked to note: 

  

• The implications for the College within the Scottish Government Public Sector Cyber 

Resilience Framework; and 

 

• The College’s response to the published documents and planned approach to 

implementation of the Framework. 
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Deputy First Minister and Cabinet Secretary for 

Education and Skills 
John Swinney MSP 

 

 

F/T: 0300 244 4000 
E: dfmcse@gov.scot 

 

 

 

[Chief Executive / Principals / Commissioners of 
public sector organisations] 
 

 

___ 
 
20 January 2020 
 
Dear Chief Executive / Principal /Commissioner, 
 
Cyber Resilience – Public Sector Action Plan – Cyber Resilience Framework & Supply 
Chain Cyber Security Guidance 
 
Following my earlier correspondence in relation the Public Sector Action Plan on cyber 
resilience, I am writing to inform you that the Scottish Public Sector Cyber Resilience 
Framework and Supply Chain Cyber Security Guidance have now been published. These 
can be accessed, along with detailed guidance on their use and their support tools, on the 
Scottish Government website (References 1 and 2 in the footnotes). 
 
I trust you will find the Framework, its accompanying self-assessment tool and Supply Chain 
Cyber Security Guidance useful when considering your cyber resilience arrangements in the 
context of your business risks. 
 
The Framework 
To help Scotland’s public sector continue its journey towards levels of cyber resilience that 
are proportionate to the threat faced, and in response to feedback about the difficulties public 
sector organisations face in understanding and interpreting the plethora of cyber security 
standards currently in use, the Public Sector Action Plan committed us to developing a 
Scottish Public Sector Cyber Resilience Framework. 
 
The key aims of the Framework are to provide a common, consistent reference point for the 
Scottish public sector to inform decision-making about cyber resilience. It is also expected to 
provide an effective, commonly accepted basis for external and internal audit and inspection 
activities. 
 

                                            
1 https://www.gov.scot/publications/cyber-resilience-framework 
2 https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance/  

http://www.lobbying.scot/
mailto:dfmcse@gov.scot
https://www.gov.scot/publications/cyber-resilience-framework
https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance/
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For organisations that are currently required to work to individual standards, such as Cyber 
Essentials, Public Services Network(PSN), ISO 27001 or the Security of Network and 
Information Systems (NIS) Regulations, the Framework has been designed to provide a way 
of understanding levels of compliance with these standards in addition to a range of other 
key standards that your organisation, or partner organisations in the public, private or third 
sectors, may be required or requested to report against. Adopting the Framework is 
therefore expected to help promote greater alignment and trust between Scottish public 
sector organisations and, in some circumstances, private and third sector partners, over time 
– a vitally important goal given the increasing need to collaborate and share data across all 
sectors to deliver quality services to Scotland’s economy and society. 
 
The self-assessment tool 
To support effective implementation of the Framework, the Scottish Government has worked 
with a supplier to produce a concept cyber resilience self-assessment tool. This basic tool is 
intended to support the production of information for key audiences within public sector 
organisations, helping them to identify broad areas of strength and weakness and levels of 
compliance against the Framework and individual standards. 
 
It is our intention to develop this into a more sophisticated, database-driven tool in due 
course, with improved functionality and the ability to produce reports for different internal and 
external audiences, including senior level executives and external auditors/regulators. This 
work, which will include burden reduction as a key focus, will be taken forward for launch 
during the next financial year. 
 
Implementation 
The Scottish Government’s proposed approach to implementation and reporting 
arrangements for the Framework is as follows: 
 

 January 2020 to end June 2020: a “soft launch” period, allowing public sector 
organisations to familiarise themselves with the Framework and adjust processes and 
funding arrangements to support appropriate implementation. 

 

 July 2020 to 2021: full implementation, under which public sector organisations will be 
requested to report regularly (annually) on progress against the Framework. Its 
requirements will be included in the Scottish Public Finance Manual. Audit bodies will be 
encouraged and supported to align their activities with the Framework where they feel 
this is appropriate. The full version of the self-assessment tool will be launched in order to 
help alleviate reporting burdens and support effective implementation during this phase. 

 
Resources and available support 
I recognise that implementation of the Framework may involve resource burdens for public 
sector organisations. The Scottish Government believes it is important that all organisations 
view the costs of appropriate cyber resilience as a fundamental part of the overall cost of 
digital public services. Building consideration of cyber resilience into wider digital budgets is 
one potential way to support this cultural change. 
 
More broadly, the Framework makes clear that it is intended for implementation on a risk-
based and proportionate basis. Unless required by regulation or external bodies, it is for 
individual public sector organisations to judge whether to prioritise resources to implement 
specific aspects of the Framework in order to address risks, or to live with those risks. The 

http://www.lobbying.scot/
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Framework and assessment tool encourage organisations to note the reasons for such 
decisions for audit purposes. 
 
A number of free resources have been made available from the Scottish Government to 
support implementation of key aspects of the framework. These include the self-assessment 
tool, the already-distributed funding for Cyber Essentials pre-assessments as part of the 
Public Sector Action Plan, publication of a free Training Guide, development of free Cyber 
Incident Response Plans and playbooks, and development of the Scottish Cyber 
Assessment Service to support decision-making around supplier cyber security. The 
Framework also includes links to relevant free NCSC guidance and tools.  
 
I have asked my officials to monitor and assess any challenges the public sector faces in 
implementing the Framework during its first year, and to consider the potential for further 
targeted support to address shared challenges moving forward. 
 
Supplier Cyber Security Guidance Note and Scottish Cyber Assessment Service Tool 
 
A key requirement in the Framework is for public sector organisations to manage the cyber 
resilience of their suppliers on a risk-based and proportionate basis. This commitment is 
vitally important for the protection of public services. There is an increasing trend for cyber 
criminals and hostile states to target “weak links” in supply chains in order to attack primary 
target organisations. Suppliers’ services can also be disrupted by “commodity” attacks that 
indiscriminately attack vulnerable networks via the Internet. 
 
Legislative requirements, including the General Data Protection Regulation (GDPR), require 
all public sector organisations to ensure appropriate technical protections are in place when 
suppliers process personal data on our behalf. The Security of Network and Information 
Systems (NIS) Directive also specifically requires Operators of Essential Services in our 
devolved health and water sectors to have appropriate supply chain cyber security 
requirements in place. 
 
To assist with this, in response to feedback from the Scottish public sector, the Scottish 
Government has worked with Procurement Centres of Excellence and other key partners to 
develop: 
 

 A Guidance Note on Supplier Cyber Security. This recommends that public sector 
organisations adopt the National Cyber Security Centre’s supply chain guidance as the 
basis for their approach to supplier cyber resilience. The guidance note is available on 
the Scottish Government website3. An accompanying Scottish Procurement Policy 
Notice4 will be published shortly. 
 

 A decision-making support tool called the Scottish Cyber Assessment Service (SCAS) 
Tool5. This is available for optional use as an “open beta”6, and will be updated and 
improved after 6 months following feedback. It supports public sector organisations to 

                                            
3 https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance/  
4 https://www.gov.scot/collections/scottish-procurement-policy-notes-sppns/  
5 https://cyberassessment.gov.scot/  
6 This means it is available for general use in a “live environment”, to allow for the gathering of feedback to 
improve performance. 

http://www.lobbying.scot/
https://www.gov.scot/collections/scottish-procurement-policy-notes-sppns/
https://www.gov.scot/collections/scottish-procurement-policy-notes-sppns/
https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance/
https://www.gov.scot/collections/scottish-procurement-policy-notes-sppns/
https://cyberassessment.gov.scot/
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assess cyber risks in contracts in a consistent way, and to place cyber resilience 
requirements on suppliers on a risk-based and proportionate basis; and 
 

 A suite of supporting guidance and presentations available on the Scottish Government 
Cyber Resilience webpages7. These cover how to use SCAS in procurement processes, 
a Supplier Communications Toolkit and presentations for procurement officials and 
suppliers. Further support material and activities will be made available through the 
Supplier Development Programme in due course. 

 
Key Recommended Actions for Your Organisation 
As you know, it is vitally important that cyber resilience is viewed as a business risk for your 
organisation and managed appropriately by your senior team. As a matter of good practice, 
this should include regular Board/senior-level consideration of supplier cyber risks and 
assurance activities around their mitigation. 
 
I would be grateful if you would ensure that your organisation’s senior Board/executive 
representative with responsibility for cyber resilience is made aware of the above support 
resources. These should also be brought to the attention of other key parts of your 
organisation, particularly those with procurement and cyber security expertise who may be 
responsible for implementing them. 
 
All public sector organisations are asked to update their procurement processes to align with 
the Guidance Note (if necessary) as soon as possible, and in any case in readiness for the 
start of the next financial year. 
 
Scottish Government standard terms and conditions have been updated to strengthen cyber 
resilience requirements, and to cater for optional use of the SCAS tool. Example wording for 
Contract Notices and ITTs when using SCAS is included in the SCAS guidance. 
 
The NCSC Principles make clear the importance of communicating with suppliers and 
working in partnership to strengthen cyber resilience. To assist your organisation with this, 
and to help promote the support available from the Scottish Government and Supplier 
Development Programme, a Supplier Communications Toolkit has been produced Your 
procurement and communications teams (where available) are encouraged to make use of 
this. 
 
  

                                            
7 https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance/  

http://www.lobbying.scot/
https://www.gov.scot/publications/cyber-resilience-supply-chain-guidance/
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Feedback 
My officials stand ready to offer support and advice on implementation of both the 
framework, the Supply Chain Cyber Security Guidance and their associated tools.  
We  would welcome feedback in due course, to help improve both over time. Please send all 
questions and feedback to the Cyber Resilience Unit at cyberresilience@gov.scot. 
 
Finally, I would like to offer you my sincere thanks for prioritising this work. I look forward to 
our organisations continuing to work constructively together to ensure that Scotland’s public 
sector is leading by example in our drive to become a cyber resilient nation. 
 
 

 
 

 
 

JOHN SWINNEY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.lobbying.scot/
mailto:cyberresilience@gov.scot
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TITLE: ANTI-BRIBERY AND CORRUPTION POLICY 

  

Background: The Audit Committee remit includes the requirement: 

 

To review and advise the Board of the Internal Auditor’s and External Auditor’s 

assessment of the effectiveness of the College’s financial and other internal 

control systems, including controls specifically designed to prevent or detect fraud 

or other irregularities as well as those for securing economy, efficiency and 

effectiveness (value for money). 

 

As part of the fulfilment of this requirement the College will update and present 

for review to the Committee a number of Policies and Procedures. One of the 

internal control procedures utilised by the College to prevent fraud is the Anti-

Bribery and Corruption Policy.  

 

This Policy has been reviewed by the College lawyers and updated to reflect best 

practice. A tracked change version of the Policy is attached for the Committee to 

review. 

  

Action: The Committee is requested to approve for presentation to the Board of 

Management the updated Anti-Bribery and Corruption Policy. 

  

Lead: Alan Ritchie, Director of Finance and Estates  

  

Status: Open 

 

 



 

 

 

 

 

 

 

 

Policy & Procedure Anti-Bribery and Corruption Policy 

Policy Area Finance 

Version Number 4 

Approving Committee Audit Committee 

Date of Approval January 2014 March 2020 

Date of Equality Impact Assessment August 2016Pending approval by Committee 

Date of Review January 2020July 2022 

Responsible Senior Manager Director of Finance and Estates 

 

  



History of Amendments 

Date Version/Pages/Sections 
Affected 

Summary of changes 

27/06/2016 2 
Reviewed by solicitors for 
any updates/format 
changes. 

10/01/2018 3 Reviewed by Director 
Finance and Estates 

4/3/2020 4 Overall review for relevance 

 

Policy Statement 

 

West College Scotland is committed to carrying out its academic and business functions in 

an honest and ethical manner and to observing the provisions of the Bribery Act 2010, in 

respect of its conduct both at home and overseas. The Bribery Act creates a number of 

bribery and corruption offences and holds the College liable for failing to prevent bribery 

carried out on its behalf, irrespective of whether the bribe takes place in the UK or 

overseas.  

 

The Anti-Bribery and Corruption Policy sets out the College’s and staff members 

responsibilities in observing and upholding the institutional position on bribery and 

corruption and provides information and guidance to staff on how to recognise and deal 

with bribery and corruption issues. 

 

Equality Statement 

 

The College is committed to providing equal opportunities to ensure its students, staff, 

customers and visitors are treated equally regardless of gender reassignment, race, 

religion or belief; disability; age; marriage and civil partnerships; pregnancy and 

maternity; sexual orientation; sex. 

 

Please note this document is available in other formats, to request another format please 

email Charlene.Clark@wcs.ac.uk 

 

mailto:Charlene.Clark@wcs.ac.uk
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Introduction 

The College is committed to carrying out its teaching academic and business functions in an 

honest and ethical manner and to observing the provisions of the Bribery Act 2010, in respect 

of its conduct both at home and overseas. 

 

On 1 July 2011, tThe provisions of the Bribery Act 2010 came into force, and its provisions 

apply to all College business. The Bribery Act contains reates a number ofseveral new bribery 

and corruption offences and holds UK businesses and institutions liable for failing to prevent 

bribery carried out on their behalf, irrespective of whether the bribe takes place in the UK or 

overseas. The sanctions for these offences include up to 10 years’ imprisonment for the 

individuals responsible. In addition, if the College is found to have connived in or consented 

to acts of corruption undertaken in its name, the penalties include personal liability for senior 

managers and an unlimited fine and significant reputational damage for the College.  

 

In relation to the College, the principal applicable laws regarding Bribery and Corruption are: 

• Criminal law in the UK and particularly the UK Bribery Act 2010 which has extra-

territorial reach and the implications for all College operations irrespective of their 

location 

• Other criminal laws, including those that arise in the local jurisdictions of College 

operations and relations worldwide 

 

This Ppolicy outlines how the College is implementing and enforcing effective systems to 

counter bribery. The purpose of this Ppolicy is to: 

• Set out the College’s responsibilities, and of those working for us, in observing and 

upholding our position on bribery and corruption; and 

• Provide information and guidance to those working for us on how to recognise and 

deal with bribery and corruption issues.  
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This Policy should be read in conjunction with other College policies, including in particular: 

• Financial Regulations  

• Fraud and Corruption Policy and Procedures 

• Policy and Procedure for the Acceptance of Gifts and Hospitality 

• Register of Interests – SMT and Staff Policy 

 

Employees are reminded of the requirement to familiarise themselves with the most recent 

version of the Anti-Bribery and Corruption Policy document and all policies referenced within 

this document. 

 

The College has a zero-tolerance policy towards Bribery and Corruption. 

 

The Audit Committee of the Board of Management will consider the suitability and 

effectiveness of this Policy. In addition, the Senior Management Team will establish adequate 

procedures to monitor the implementation of, and ongoing compliance with, this Policy in 

each geographical location. 

 

The College is committed to providing equal opportunities to ensure its students, staff, 

customers and visitors are treated equally regardless of gender reassignment, race, religion 

or belief; disability; age; marriage and civil partnerships; pregnancy and maternity; sexual 

orientation; sex. 

 

Who is covered by this Policy?  

This Policy applies to all individuals working at all levels and grades, including Board of 

Management members, Board of Management Committee members, senior managers, 

employees (whether permanent, fixed-term or temporary), consultants, seconded staff, 

agency staff, volunteers, interns, agents, sponsors, or any other person associated with the 

College wherever located. 
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Top-level commitment is an essential feature of compliance of the Bribery Act and staffs with 

management responsibility are expected to share the Board of Management’s Governor’s 

commitment to observe and implement the spirit and terms of this Ppolicy.  

What is Bribery?  

A bribe is an inducement or reward offered, promised or provided in order to gain any 

commercial, contractual, regulatory or personal advantage. Acts of bribery or corruption are 

designed to influence the individual in the performance of his/her duty and incline them to 

act dishonestly. It is an offence under the Bribery Act to: 

• Offer a bribe 

• Receive a bribe  

• Bribe a Foreign Official 

• Consent or connive to the commission of a bribery offence by anyone associated 

with the College in respect of business carried out on behalf of the College 

 

Examples 

Offering a bribe  

You offer a potential business partner or client tickets to a major sporting event, on the 

condition that they agree to do business with you/the College as a result.  

 

This would be an offence as you are making the offer to gain a commercial and contractual 

advantage. The College may also be found to have committed an offence because the offer 

has been made to obtain business for the College. (See below for Gifts and Hospitality 

Guidance).  

 

Receiving a bribe  

A supplier gives a member of your family a job but makes it clear that in return they expect 

you to use your position to influence the chances of obtaining College business or another 

advantage to them in return.  

 

It is an offence for a supplier to make such an offer. It would be an offence for you to accept 

the offer as you would be doing so to gain a personal advantage. Suppliers who are found to 
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have committed a bribery offence are automatically debarred from any future public 

authority tender process.  

 

Bribing a foreign official  

An agency responsible for recruiting students pays a small bribe to an education department 

official to be allowed access to students in a highly rated school. The offence of bribing a 

foreign public official has been committed as soon as the offer is made. This is because it is 

made to gain a business advantage for you or for the College. 

 

If the College is found to have connived in or consented to acts of corruption undertaken in 

its name, the penalties include personal liability for the senior managers and an unlimited fine 

and significant reputational damage for the College. Penalties from more than one jurisdiction 

may also apply in a single case of bribery or corruption. 

 

Public Officials 

Corrupting a Public Official is a serious legal offence and carries particular reputational and 

legal risks. It is prohibited to Transfer anything of value, to a Public Official (or to any other 

individual or government third party at the request or consent of a Public Official) in order to 

influence a Public Official. “Transfer” means any offer, promise, gift or payment of anything 

of value, including a financial or other advantage, or any authorisation or ratification of the 

foregoing. It is prohibited to accept any Transfer for Anything of Value and incidents should 

be reported immediately to College Management. 

 

Potential Risk Scenarios 

The following scenarios are deemed to be “red flags” as they indicate an increased risk of an 

offence being committed under the Bribery Act:  

• You become aware that a third party engages in, or has been accused of engaging 

in, improper business practices 

• You learn that a third party has a reputation for paying bribes, or requiring that 

bribes are paid to them, or has a reputation for having a "special relationship" with 

foreign government officials 
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• A third party insists on receiving a commission or fee payment before committing 

to sign up to a contract, or carrying out a government function or process 

• A third party requests payment in cash and/or refuses to sign a formal commission 

or fee agreement, or to provide an invoice or receipt for a payment made  

• A third party requests that payment is made to a country or geographic location 

different from where the third party resides or conducts business  

• A third party requests an unexpected additional fee or commission to "facilitate" 

a service 

• A third party demands lavish entertainment or gifts before commencing or 

continuing contractual negotiations or provision of services 

• A third party requests that a payment is made to "overlook" potential legal 

violations 

• A third party requests that you provide employment, a place on a course, or some 

other advantage to a friend or relative 

• You receive an invoice from a third party that appears to be non-standard or 

customised 

• A third party insists on the use of side letters or refuses to put terms agreed in 

writing 

• You notice that the College has been invoiced for a commission or fee payment 

that appears large given the service stated to have been provided 

• A third party requests or requires the use of an agent, intermediary, consultant, 

distributor or supplier that is not typically used by or known to the College 

• You are offered an unusually generous gift or offered lavish hospitality by a third 

party 

 

Training Awareness 

The Director of Finance and Estates will communicate the requirements of this Policy to 

employees at least once a year. Training and refresher training will be provided to all 

employees on a regular basis to accompany and supplement this annual communication. 
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Gifts and Hospitality  

This Policy does not prohibit normal and appropriate gifts or hospitality (given and received) 

to or from third parties. However, gifts, hospitality and political or charitable donations will 

be bribes if they are given or received with the intention of influencing business decisions.  

 

Guidance on the College’s accepted practice with regard to gifts and hospitality is set out in:  

• The Acceptance of Gifts and Hospitality Policy and; 

• The Travel and Subsistence Procedure   

 

In addition, when giving or receiving gifts or hospitality, you should consider whether the 

following requirements are met:  

• It is not made with the intention of influencing a third party to obtain or retain 

business or a business advantage, or to reward the provision or retention of 

business or a business advantage, or in explicit or implicit exchange for favours or 

benefits 

• It complies with any local law  

• It does not include cash or a cash equivalent (such as gift certificates or vouchers) 

• Taking into account the reason for the gift, it is of an appropriate type and value 

and given at an appropriate time 

• It is given openly, not secretly 

 

Gifts should not be offered to, or accepted from, government officials or representatives, or 

politicians or political parties, without the prior approval of the Director of Finance and 

Estates.  

 

What is Not Acceptable?  

It is not acceptable for you (or someone on your behalf) to:  

• Give, promise to give, or offer a payment, gift or hospitality with the expectation 

or hope that a business advantage will be received, or to reward a business 

advantage already given 
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• Give, promise to give, or offer, a payment, gift or hospitality to a government 

official, agent or representative to "facilitate" or expedite a routine procedure 

• Accept payment from a third party that you know or suspect is offered with the 

expectation that it will obtain a business advantage for them 

• Accept a gift or hospitality from a third party if you know or suspect that it is 

offered or provided with an expectation that a business advantage will be provided 

by us in return 

• Threaten or retaliate against a colleague or third party who has refused to commit 

a bribery offence or who has raised concerns under this policy 

• Engage in any activity that might lead to a breach of this policy 

 

Facilitation Payments  

In some countries it is customary practice to make payments or gifts of small value to junior 

government officials in order to speed up or facilitate a routine action or process. However, 

this is not permitted under the Bribery Act and the College does not, therefore, support or 

endorse the making or accepting of facilitation payments by staff and anyone carrying out 

business on behalf. Such payments are illegal. 

 

If you are asked to make a payment on behalf of the College, you should always be mindful 

of what the payment is for and whether the amount requested is proportionate to the goods 

or services provided. You should always ask for a receipt which details the reason for the 

payment.  

 

If a facilitation payment is being extorted, or if you are forced to pay under duress, you must 

record the payment and report it without delay under the procedure set out in ‘How to raise 

a concern’ section.  
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Donations, Gifts and Sponsorships 

The College does not make contributions to political parties. The College supports charitable 

giving and initiatives by students and staff, however, it is only open to the College to make 

charitable donations at an institutional level in limited prescribed circumstances, and any such 

requests should first be referred to the Principal. 

 

Charitable donations must not be made for the purpose of influencing Public Officials or in 

exchange for obtaining or retaining business or other improper advantage for the benefit of 

the College (or for the improper advantage of any employee, any other entity of person). All 

College employees and related individuals are required to seek approval from the Principal 

prior to any donation being made. All college employees must also comply with local laws and 

regulations on Lobbying including registration and reporting requirements. 

 

College employees must ensure that charitable donations and sponsorships are not made as 

an inducement for the purpose of obtaining any improper advantage or favour. Therefore 

charities, organisations or individuals seeking charitable gifts (excluding employees for 

personal charitable activities) are subject to due diligence or enhanced due diligence as 

appropriate. 

 

Responsibilities  

You must ensure that you read, understand and comply with this Policy.  

 

The prevention, detection and reporting of bribery and other forms of corruption are the 

responsibility of all those working for or associated with the College. You are required to avoid 

any activity that might lead to, or suggest, a breach of this policy.  

 

Effective risk assessment in order to evaluate and mitigate risk is an essential element of this 

policy. Colleagues must assess the vulnerability of their activities, particularly overseas, on an 

on-going basis.  
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You must notify your manager and the Director of Finance and Estates as soon as possible if 

you believe or suspect that a conflict with this Policy has occurred or may occur in the future.  

 

Any employee who breaches this Policy will face disciplinary action, which could result in 

dismissal for gross misconduct.  

 

Recordkeeping  

The College has a duty to monitor the fact that the terms of the Bribery Act are being observed 

by employees, workers and those associated with the College. The College is required to keep 

financial records and to have appropriate internal controls in place which will evidence the 

business reason for making payments to third parties.  

 

You must declare and keep a written record of all hospitality or gifts accepted or offered in 

accordance with the Acceptance of Gifts and Hospitality Policy and/or the Travel and 

Subsistence Policy. For the protection of those involved, the Director of Finance and Estates 

Secretary to the Board will maintain a register of gifts and hospitality received by the all 

members of staff where the value is in excess of £25. The gift register should be updated and 

maintained on a regular basis. 

 

You must ensure all expenses claims relating to hospitality, gifts or expenses incurred to third 

parties are submitted in accordance with the Travel and Subsistence Policy and specifically 

record the reason for the expenditure.  

 

The Director of Finance and Estates will maintain a central register of all reports made under 

this Policy to include a record of the investigation and the outcome of those investigations. 

All records relating to compliance and the register of incidents will be retained for at least five 

years from the date of testing/recording. 
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How to Raise a Concern  

You are encouraged to raise concerns about any issue or suspicion of malpractice at the 

earliest possible stage. If you are unsure whether a particular act constitutes bribery or 

corruption, or if you have any other queries, these should be raised with your line manager 

in the first instance. If you or your line manager requires further guidance, you should contact 

the Director of Finance and Estates.  

 

Malpractice may be reported by following the procedure set out in the College’s Public 

Interest Disclosure (Whistleblowing) Policy. 

 

Third Parties and Transactions 

The definition of third parties is broad, and could include agents, business partners, service 

providers, contractors or any individual whom is nominated to act on behalf of the company. 

Whilst the use of agents and business partners can help us to reach our goals, we need to be 

aware that these arrangements can potentially present College with significant risks. 

 

Risk can be identified where a business partner conducts activities on the College’s behalf, so 

that the result of their action can be seen as benefiting the College. Business partners whom 

act on the College’s behalf must be advised of the existence of and operate at all times in 

accordance with this policy. Local management is responsible for the evaluation of each 

relationship and determining whether or not it falls into this category. Furthermore, a risk 

assessment exercise should be carried out to determine whether the third party intermediary 

is a high, medium or low risk to the College. Due diligence checks must be carried out when 

appointing and retaining third parties and such checks include (but are not limited to): 

• An assessment of the rationale for engaging the third party intermediary 

• An evaluation of the third party’s ability to deliver the service 

• An evaluation of the integrity of the third party, including background checks on 

publicly available records on individuals/companies 

• Financial and credit checks (where appropriate) 
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• Standard terms and conditions which specify the scope of the work and inform 

the third party of the College’s Anti-Bribery Policy and includes the right to audit, 

right to exit in the event of a suspicion and/or breach occurring 

 

What to do if you are the Victim of Bribery or Corruption  

It is important that you tell your line manager as soon as possible if you are offered a bribe by 

a third party, are asked to make one, suspect that this may happen in the future, or believe 

that you are a victim of another form of unlawful activity. Any instances of bribery or 

attempted bribery should also be reported promptly to the Director of Finance and Estates. 

If the bribery concerns your line manager, your concern may be reported directly to the 

Director of Finance and Estates.  

 

Protection  

Colleagues who refuse to accept or offer a bribe, or those who raise concerns or report 

another's wrongdoing, are sometimes worried about possible repercussions. The College will 

support anyone who raises genuine concerns in good faith under this Policy.  

 

The College is committed to ensuring no one suffers any detrimental treatment as a result of 

refusing to take part in bribery or corruption, or because of reporting in good faith their 

suspicion that an actual or potential bribery or other corruption offence has taken place, or 

may take place in the future. Detrimental treatment includes dismissal, disciplinary action, 

threats or other unfavourable treatment connected with raising a concern. If you believe that 

you have suffered any such treatment, you should inform your line manager. The College’s 

Organisational Development and HR Department may be contacted for advice and support. 

If the matter is not remedied, and you are an employee, you should raise it formally using the 

Disciplinary Procedure for College Staff.  
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Appendix 1 

 

EQUALITY IMPACT ASSESSMENT 

 

Name of policy/procedure/decision:  

 

Anti-Bribery and Corruption Policy 

 

 

Provide a brief summary of the aims of the policy/procedure/decision and main activities: 

 

The purpose of the Policy is to set out the College’s and employees’ responsibilities in 

ensuring compliance with the Bribery Act 2010. It provides information and guidance on 

how to recognise and deal with bribery and corruption issues.  

 

 

 

Assessed By:  Clare Fraser  Date: 23 August 2016 

 

This stage establishes whether a policy, procedure or decision will have a differential impact 

from an equality perspective on people who share protected characteristics or whether it 

is “equality neutral” (i.e. have no effect either positive or negative).  

 

The protected characteristics are: age, disability, gender reassignment, pregnancy or 

maternity, race, religion or belief, sex and sexual orientation. 

 

 

1.  Who will benefit from this (students/staff/stakeholders)? Is there likely to be a positive 

impact on people who share protected characteristics, and if so, how? Or is it clear at this 

stage that it will be equality “neutral”? i.e. will not have a differential impact on any 

equality group/s? 

 

It is submitted that this will have a neutral impact on people who share protected 

characteristics. There is no reason to believe that the policy will apply or be applied differently 

to people as a result of their being female, having a disability etc.  

 

It is recognised that there can be a variation of societal cultures regarding corruption and 

cultural dimensions can influence an individual’s perception of ethical situations. This could 

mean that people from different culture could have different interpretations. However the 

Policy itself is very clear and training will be provided.  
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2.  Is there likely to be an adverse impact on people who share protected characteristics? If 

so, who may be affected and why? Or is it clear at this stage that it will be equality 

“neutral”? 

 

It is not likely that this policy will have an adverse impact on people who share protected 

characteristics, and it is submitted that this will have a neutral impact on people who share 

protected characteristics.  

 

 

 

3. What action will you take to ensure that you are monitoring the impact of this policy? 

 

No direct monitoring of this policy in terms of equality data is necessary given its neutral 

impact. Indirect monitoring of the Disciplinary Policy and Procedure will continue to take 

place.  
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TITLE: Procurement (PCIP) Audit Outcome 

  

Background: The purpose of this report is to present the outcome of the Procurement and 

Commercial Improvement Programme (PCIP) audit review which took place in 

October 2019. The PCIP review is undertaken by the procurement centre of 

expertise for universities and colleges – Advanced Procurement for Universities 

and Colleges (APUC). Under the current public sector procurement operating 

framework PCIP reviews are undertaken every two years. 

 

This report is presented to the Audit Committee as it is an external assessment of 

College procurement policies and procedures. The review forms part of the 

assurance map which the College is developing. 

  

Action: The Audit Committee is requested to note the outcome of the 2019 College PCIP 

review. 

  

Lead: Alan Ritchie, Director of Finance and Estates 

  

Status: Open 
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1. Introduction 

 

1.1 In 2014 the Procurement and Commercial Improvement Programme (PCIP) replaced the 

previous Procurement Capability Assessment (PCA). The PCIP focuses on the policies and 

procedures driving procurement performance and the results these deliver to the 

organisation. The PCIP review is undertaken by the procurement centre of expertise for 

universities and colleges – Advanced Procurement for Universities and Colleges (APUC). The 

review requires the provision of evidence, based around a series of set questions / 

associated evaluation methods. 

 

1.2 Some key points to note about PCIP audit are: 

• APUC are required to assess the College every two years; 

• The College was last assessed in December 2016 and has been assessed on the same 

basis in 2019; 

• The PCIP contains an updated question set and scoring and performance bandings from 

those previously adopted by the PCA; and 

• The assessment methodology requires information to be submitted and assessed in 

advance of the assessment day. 

 

1.3 The College Procurement Strategy includes as one of its objectives undertaking the PCIP 

assessment and adopting improvements arising from the review. The College views the PCIP 

outcomes as a means of identifying areas of development that can then be progressed as 

part of our continuous procurement improvement journey. 

 

1.4 Having provided APUC with the required documentation prior to their visit the College 

undertook the PCIP assessment on 3 October 2019. The next PCIP assessment is therefore 

not expected until the latter half of 2021. 

 

2. PCIP Assessment 

 

2.1 The PCIP assessment was carried out by two members of APUC staff and involved all 

members of the College Procurement Team as well as the Head of Finance and Student 

Funding and the Vice Principal Operations.  

 

2.2 The PCIP process assesses organisations by measuring and reporting on their levels of 

procurement delivery through the provision of evidence, based around a series of set 

questions and other evaluation methods which cover four areas: 

• Leadership and Governance 

• Development and Tender 

• Contracts 

• Key Purchasing Processes 
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2.3 The set of questions and the areas covered did not change from the previous exercise 

undertaken by the College in 2016. However, the approach taken by APUC for 2019 was 

intended to lighten the resource and time burden for the College by taking the form of a 

risk-based review with greater focus on assessing areas where improvement could be made 

in moving forward from the 2016 PCIP review. 

 

2.4 In 2016 the College was assessed at 45%, which is a Purple rating. The 2016 PCIP report

 indicated if the College actioned the recommendations made as a result of that 2016 

assessment a score of 67% (Silver) may be achievable. 

 

2.5 A copy of the 2019 PCIP assessment is attached at Appendix A. The assessment resulted in 

an overall outcome rating of 76%, which is performance band Gold as per the APUC table 

below: 

 

Performance Band % Rating 

Purple 41<>50% 

Bronze 51<>60% 

Silver 61<>75% 

Gold >75% 

 

2.6 The 2019 PCIP outcome summary statement provided by APUC in relation to the College 

states: 

 

‘The PCIP score achieved by the College is a very good one, moving into the Gold 

performance band. Sound procurement processes are becoming well embedded and 

understood. These are demonstrably linked to outcomes and benefits that support optimal 

use of College resources in meeting corporate strategic objectives, as well as broader 

collaborative opportunities that arise through the wider public sector procurement 

programme. 

 

A key factor in the success of the College procurement operation and its sustained 

improvements journey, is the ongoing support of College senior management. This has been 

an essential element in the facilitation of high-quality performance.’ 

 

2.7 This is a significant increase in the 2016 rating during which APUC had commented that ‘Over 

time it is expected that the College will move towards Silver banding’.  There is no published 

sectoral table of PCIP rating reviews, however through discussion with APUC staff the 

College understands that the Gold banding achieved puts West College Scotland near the 

top of the 2019 PCIP outcomes across all institutions in Scotland. 

 

2.8 The 2019 PCIP outcome supports and validates the continuous improvement work and 

actions detailed within the College Procurement Strategy and Operational Plans, and as 

reported to the Finance and General Purposes Committee 
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2.9 The 2019 PCIP review also identified some areas for continued improvement. The main areas 

where the College understands progress can be made - leading to an increased outcome 

rating when the next PCIP review is undertaken include: 

 

• Continuing to consolidate the amount of spend under contract (2019 review noted that 

procurement has the majority of spend under contract); 

 

•  Further refinement of procurement planning across the College and aligning this with 

operational requirements; and 

 

• Improved engagement in supplier contract management by contract owners. 

 

3. Conclusion 

 

3.1 The College is developing an action plan based upon the outcome of the 2019 PCIP review 

which incorporate these areas for improvement, and which will be incorporated into the 

refresh of the Procurement Strategy which is due to take place later towards the conclusion 

of the 2020 calendar year. 

  

3.2 The Audit Committee is requested to note the outcome of the 2019 College PCIP review. 



PCIP Assessment Summary

Institution Date of Assessment APUC Assessors

Name Position

David Alexander Vice Principal

Vivienne Mulholland Head of Finance

David Benstead Procurement Manager

Joanne McQuillan Procurement Assistant 

Pat McCann Procurement Assistant 

Overall Score (%)

Performance Band:

In Attendance 

West College Scotland 03/10/2019 Steve Connor

Douglas Bell

Summary Statement

The PCIP Lite score achieved by the College is a very good one, moving into the Gold performance 

band. Sound procurement processes are becoming well embedded and understood. These are 

demonstrably linked to outcomes and benefits that support optimal use of College resources in 

meeting corporate strategic objectives, as well as broader collaborative opportunities that arise 

through the wider public sector procurement programme.

A key factor in the success of the College procurement operation and its sustained improvements 

journey, is the ongoing support of College senior management. This has been an essential element 

in the facilitation of high quality performance.

PCIP Assessment Type: Lite

76% Gold

Performance Band



Scores

Assessment Area # of Questions Maximum Score   Score % Score Score - Projected % Score - Projected

Leadership & Governance 6 18 14.5 81% 15.5 86%

Development & Tender 4 12 9 75% 11 92%

Contract 3 9 5.5 61% 8 89%

KEY PURCHASING PROCESSES 1 3 3 100% 3 100%

Grand Total 14 42 32 76% 37.5 89%

Projected Score for futureAssessment Day Score

West College Scotland

The table below show the score acheived on the Assessment Day along with a projected score that would be feasible to achieve at the nex t 
asssessment.  

The Report tab provides a summary of the assessment with further commentary on the areas that could be improved to reach the projected 
scores.
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TITLE: SCHEDULE OF BUSINESS 2019-20 

  

Background: This paper outlines the remit of the Audit Committee and how the schedule of 

business assists in fulfilling this. The schedule of business is also used to inform 

the Annual Report of the Chair of the Audit Committee to the Board of 

Management. 

  

Action: The Audit Committee is requested to note and comment upon the contents of 

the report. 

  

Lead: Alan Ritchie, Director of Finance and Estates 

  

Status: Open 
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REMIT DELIVERABLES 

 5/9/19 19/11/19 
(Joint Meeting) 

12/12/19 12/3/20 21/5/20 

1) General      

To provide advice to the Board on the strategic processes for risk, control and 
governance 

     

• Strategic Risk Register Update and Review 

• Corporate Governance Statement - Financial Statements  

• Internal audit reports (see section 2) 

• External audit report (see section 3) 

• Remit of Committee reviewed against best practice and governance requirements 

• Review of College Articles of Governance / Scheme of Delegation and Standing 
Orders (Scheduled for November 2020) 

• Audit and Assurance Committee Handbook Update 

Y 
Y 
 
 

Y 
 
 

Y 

Y 
 
 
 
 
 
 

Y 
 
 
 
 
 
 

Y 
 

Y 
 
 
 
 
 
 

Y 

Y 
 
 
 
 
 
 

Y 

To review and advise the Board of the Internal Auditor’s and External Auditor’s 
assessment of the effectiveness of the College’s financial and other internal control 
systems, including controls specifically designed to prevent or detect fraud or other 
irregularities as well as those for securing economy, efficiency and effectiveness 
(value for money) 

     

• Internal Audit Annual Report 2018-19 

• Review of Fraud / Whistleblowing Policies 

• External Audit Management Letter as at 31 July 2019 

• Internal and external audit reports as received 

• Update / Report on National Fraud Initiative 

• Report on Value for Money 

• Procurement and Commercial Improvement Programme 

• Anti-Bribery and Corruption Policy 

 
Y 
 

Y 
Y 
Y 
Y 

Y 
 

Y 
 

 
 
 

Y 

 
 
 

Y 
 
 

Y 
Y 

 
 
 

Y 
Y 
 
 

To advise the Board on the adequacy of the whistle blowing process and to receive an 
annual report on any matters raised through this process 

     

• Annual Report on Whistleblowing  Y     
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REMIT DELIVERABLES 

 5/9/19 19/11/19 
(Joint Meeting) 

12/12/19 12/3/20 21/5/20 

• Committee to be made aware of any issues arising during the year (ongoing as 
required) 

To consider and advise the Board accordingly on any arrangements for special 
investigations and the outcomes of such investigations 

     

• Reports to be received as requested (ongoing as required) 
 

  Y  Y 

To advise the Board on its compliance with corporate governance requirements and 
good practice guidance, and in particular its compliance with the Financial 
Memorandum with SFC, the SPFM and the Code of Good Governance for Scotland’s 
Colleges 

     

• Review of Audit Committee effectiveness 

• Internal Audit Annual Report 2018-19 

• External Audit management letter as at 31 July 2019 

• Report on compliance with SFC FM and SPFM 

• Monitoring of Regional Outcome Agreement 

• Register of Interest for Board and Committee members 

• Audit and Audit Assurance Handbook Update 

 
 
 
 

Y 
Y 
Y 

 
Y 
Y 
 
 
 

 
 
 
 
 
 

Y 
 

Y 
 
 
 
 
 

Y 
 

Y 
 
 

Y 
Y 
 

Y 
 

To consider the College’s Annual Financial Statements at a joint meeting with the 
Finance and General Purposes Committee, and to recommend to the Board for 
approval 

     

2018-19 

• External Audit Management Letter / Letter of representation  

• Audit report on student activity 

• Audit report on student funding activity 

• Audit report on Educational Maintenance Allowances  

• Governance Statement  

• Financial Statements July 2019 
 

 
 
 
 
 

Y 

 
Y 
Y 
Y 
Y 
Y 
Y 
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2019-20 

• External audit fee proposal 2019-20 

• External Audit Engagement Strategy 2019-20 

• Contract for internal audit and other audit services  
 

 
 
 

Y 

 
 
 

Y 

 
Y 
Y 
 
 

To provide an annual report to the Board, timed to support the finalisation of the 
accounts and the Statement on Internal Control, and summarising its conclusions from 
the work it has done during the year 

     

• 2018-19 Annual report to Board of Management from the Audit Committee  Y Y    

To report to the Board after each meeting      

• Minutes and verbal update to each Board Meeting 

• Draft Committee Dates 2020-21 

Y Y Y Y Y 
Y 

To review its own effectiveness at least annually and to report the results of that 
review to the Board 

     

• Review of Committee remit 

• Annual report to Board of Management from the Audit Committee 

• Annual review of effectiveness of the Committee 

Y 
Y 

 
Y 

  
 

Y 

 
 

Y 

      

2) Internal Audit      

To advise the Board on the selection, appointment or re-appointment and 
remuneration, or removal of the Internal Auditors. The responsibility for selection of 
the Internal Auditor may be delegated to a Selection Committee as agreed by the 
Audit Committee 

     

• Review of effectiveness of internal audit function 

• Appointment of internal audit and other audit services 

   
Y 

Y 
Y 

Y 
 

To advise the Board on the terms of reference for the Internal Auditors      

• Internal Audit Plan Update 2019-20 

• Annual Internal Audit Plan 2020-21 

  
 

Y Y 
 

Y 
Y 
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To review the scope, efficiency and effectiveness of the work of the Internal Auditors 
and to advise the Board on these matters 

     

• Annual Report to Board of Management from the Audit Committee 

• Review of effectiveness of internal audit function 

Y Y    
Y 

To agree the Internal Audit Plan and review the Internal Audit Annual Report      

• Internal Audit Annual Report 2018-19 

• Internal Audit Update Report 2019-20  

• Internal Audit Plan 2020-21 

Y 
Y 

Y 
 
 

 
Y 
 

 
Y 
 

 
Y 
Y 

To review the Internal Audit reports, the management response to them and to review 
implementation of the actions required 

     

2019-20 

• ROA (stage 1) 

• Equality and Diversity 

• Financial Systems Health Check 

• Digital Strategy 

• ROA (stage 2) 

• Continuing Professional Development 

• Online Resources 

 
 
 
 

  
Y 
 

Y 
 
 
 
 
 

 
 

Y 
 

Y 
 

 
 
 
 
 

Y 
Y 
Y 

To review the Rolling Audit Action Plan at each meeting      

• Report on Rolling Audit Action Plan 
 

Y  Y Y Y 

To encourage appropriate liaison and co-ordination between internal and external 
audit 

     

• Invite / attendance at all Committee meeting by both internal and external auditors 
 
 

Y Y Y Y Y 



Audit Committee 
12-03-2020 

Paper 16 

 

6 | P a g e  

 

REMIT DELIVERABLES 

 5/9/19 19/11/19 
(Joint Meeting) 

12/12/19 12/3/20 21/5/20 

 

To establish appropriate performance measures and indicators to monitor the 
effectiveness of the Internal Auditors  

     

• Annual review of internal audit function 

• Annual meeting with internal auditor excluding College staff 

   Y Y 
Y 

3) External Audit      

To receive information on the general terms and conditions of appointment of the 
External Auditors who are engaged by Audit Scotland to provide audit services to the 
College 

     

• Annual year end audit update by external auditors  

• Annual external audit appointment terms and conditions 

• Approval of External Auditors Audit Planning Memorandum 

Y 
 

Y 
 
 

   
Y 
Y 

To consider the External Auditors report on the Financial Statements and the 
management letter prior to submission to the Board, and to review the implementation 
of the recommendations 

     

• External Auditors report on the Financial Statements 2018-19  Y    

To review the Statement of Corporate Governance      

• Review the statement of Corporate Governance  Y Y    

To review the External Audit strategy and plan      

• SFC Accounts Direction for Scotland’s colleges and universities 

• External Audit 2019-20 Engagement Strategy  

• Process of appointment and approval of auditor to undertake internal and other 
audit work 

Y   
 
 

Y 

 
 
 

Y 

 
Y 
 

To establish appropriate performance measures and indicators to monitor the 
effectiveness of the External Auditors; 

     

• Annual review of effectiveness of external audit function 

• Annual meeting with external auditor excluding College staff – Mazars / Wylie & 
Bisset 

 Y 
 

Y 

Y 
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To consider the objectives and scope of any non-statutory audit work to be undertaken 
by the External Auditors firm and advising the Board of any potential conflict of 
interests. 

     

• As required 
 

     

      

4) Risk      

To review the Risk Management Strategy and recommend to the Board for approval      

• Review of College Risk Management Strategy 
 

 
 

 
 

 
 

Y 
 

 
 

To consider the Strategic Risk Register and to advise the Board accordingly      

• Report on College Strategic Risk Register 
 

Y Y Y Y Y 

To consider matters of risk at each meeting and to satisfy itself that risks are being 
managed, including seeking assurances from internal and external audit on the 
adequacy of their management, and to report to the Board.  

     

• Report on Strategic Risk Register 
 

Y Y Y Y Y 

      

5) Other      

To receive annual reports on Freedom of Information and Data Protection Acts 
requests; Register of Interests; and Hospitality/Gifts Registers 

     

a. Freedom of Information and Data Protection Acts requests Y     

b. Register of Interests  Y     

c. Hospitality / Gift Registers  Y     

To request any member of the College staff to attend and/or to provide a written report 
on any matter that falls within the remit of the Committee 

     

• As required      
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To procure ad-hoc specialist advice at the expense of the College as appropriate and 
when necessary, subject to budgets being agreed by the Board 

     

• As required      
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TITLE: INTERNAL AND OTHER AUDIT SERVICE CONTRACT 

  

Background:  

 

 

 

 

 

  
 

   
  

  

  

 

 

 

  

 

  

Lead: Alan Ritchie, Director of Finance and Estates 

  

Status: RESTRICTED 
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1. Introduction 

1.1 The College has a contract in place with Scott Moncrieff to provide internal audit services 

which is due to conclude on 31 July 2020. The contract for other audit services, which 

incorporates the audit of several student support funds, was awarded for one year to Wylie 

and Bisset to provide the work required to complete the year ended 31 July 2019 audits. 

Both contracts therefore conclude at the same time. 

1.2 Since merger both these audit requirements have been procured through two separate 

contracts. The Audit Committee previously agreed that from 2020-21, the College approach 

should seek to combine the two requirements of internal audit and other audit services into 

one contract.  This would lead to one managed audit approach in undertaking all reviews 

and provide efficiencies which support the College commitment to best value. 

1.4 The Audit Committee approved this approach at the December 2019 meeting. 

2. Services to be Provided 

2.1 The College sought to procure the following services: 

 a) Internal Audit Service 

The role of internal audit is to provide independent assurance that the College’s risk 

management, governance and internal control processes are operating effectively. 

The auditors provide an internal audit plan for Audit Committee and Board of 

Management approval which is based on a risk assurance approach.  Internal auditors 

have a professional duty to provide an unbiased and objective view. The appointed 

firm must be independent from the operations they evaluate and report to the Board 

of Management through the Audit Committee.   

 

 b) Other Audit Services 

The College is required by the SFC/SAAS to ensure that audit reviews are undertaken 

for the following funds: 

 

• Scottish Funding Council (SFC) Student Activity; 

• SFC Student Support Fund; 

• Educational Maintenance Allowance; and  

• SAAS Funding. 

In completing these audit reviews, the auditor is required to provide an audit report 

and certificate in accordance with the requirements of the fund provider.  
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3. Procurement Route 

3.1 The College utilised the Advanced Procurement for Universities and Colleges (APUC) 

Framework for Audit Services – Internal, External and Tax. The award criteria set for this 

framework is 70% technical and 30% price. 

 

3.2 As there were eight service providers included within this Framework, a mini competition was 

published on the Public Contracts Scotland  (PCS) portal in February 2020 and all were invited 

to submit a response as per the framework terms.  The eight service providers and responses 

were as follows: 

 

Service Provider Technical 
% 

Price (excluding VAT) 
% 

Total 
% 

Wylie & Bissett * 65 25                (£25,675: 65 x £395) 90 

BDO * 63 24                (£26,790: 57 x £470) 87 

Scott Moncrieff * 63 24                (£27,000: 60 x £450) 87 

TIAA 55 30                (£21,175: 55 x £385) 85 

RSM 60 22                (£29,225: 55 x £531) 82 

  

MHA Henderson Loggie Did not respond 

KPMG Did not respond 

Mazars Acknowledged but declined to bid as involved in external audit 
work 

 

3.3 The Technical evaluation was concluded after clarification presentations; the College invited 

the top three rated service providers (*) – as based on their tender submission documents -  

to present to the Vice Principal Operations, Director of Finance and Estates and the Head of 

Finance and Student Funding on specific tender clarification questions. 

 

3.4 From the clarification presentations the panel concluded that: 

• BDO – The audit team who were to service the College contract were in attendance. 

Whilst the partner in charge of the audit engaged well with the panel, the actual audit 

team appeared to deliver their material from a script and did not engage fully with the 

panel. 

 

• Scott Moncrieff – The audit team who were to service the College contract were in 

attendance. The audit  team presentation was of a high standard and addressed all the 

issues requested. However, the panel were of the view that the contract was viewed by 

Scott Moncrieff as ‘business as usual’ with very little reference to what could be 

improved or carried out differently. 
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• Wylie & Bisset - The audit team who were to service the College contract were in 

attendance. The audit  team presentation was of a high standard and addressed all the 

issues requested. What differentiated Wylie & Bisset from the other audit firms was 

o Defined process of College familiarisation to ensure that the audit programme 

fits the needs of the College Audit Committee. 

o Their approach to contract mobilisation would seem to offer the College 

opportunities to further improve the delivery efficiency of audit assignments. 

o The audit team from Wylie & Bisset has a considerable level of knowledge of the 

FE sector and of West College Scotland which should result in an efficient and 

effective handover and delivery of audit assignments. 

 

3.5 The recommended supplier, Wylie and Bisset have supplied a pricing based on 50 days for 

Internal Audit and 15 days required for Other Audit Services. The combined cost of the 

proposed contract is £30,810 (£25,675 exclusive of VAT), which represents an annual saving 

compared to current contractual levels of £12,000. 

 

3.6 The actual number of days engagement on an annual basis will depend on the activity agreed 

in the Annual Internal Audit Plan as discussed with the Audit Committee. 

 

3.7 The contract will be for 3 years from 1 August 2020 to 31 July 2023 with the option to extend 

for a further two years to 31 July 2025. The successful service provider will be invited into the 

College post contract award to discuss contract mobilisation and establishment of the Draft 

Internal Audit plan. It is planned that this would be presented to the next Audit Committee in 

May 2020. 

 

4. Recommendation  

The Audit Committee is requested to approve the award to Wylie & Bisset for Internal and 

Other Audit Services for an initial period of three years (1 August 2020 to 31 July 2023) with 

the option to extend for a further two individual years. 
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